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Introduction

The information in this specification and referenced specifications is intended to be sufficient for a
provider or consumer of this data to identify unambiguously the classes, properties, methods, and values
that shall be instantiated and manipulated using the DMTF CIM core and common model definitions.

The target audience for this specification is implementers who are writing CIM based providers or
consumers of management interfaces representing the components described in this document.
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KVM Redirection Profile

1 Scope

The KVM Redirection Profile extends the management capabilities of referencing profiles and providing
the capability to manage KVM (Keyboard, Video and Mouse) console redirections provided by the
system.

2 Normative References

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

DMTF DSP0004, CIM Infrastructure Specification 2.6,
http://www.dmtf.org/standards/published _documents/DSP0004 2.6.pdf

DMTF DSP0200, CIM Operations over HTTP 1.3,
http://www.dmtf.org/standards/published documents/DSP0200 1.3.pdf

DMTF DSP1001, Management Profile Specification Usage Guide 1.0,
http://www.dmtf.org/standards/published _documents/DSP1001 1.0.pdf

DMTF DSP1004, Base Server Profile 1.0,
http://www.dmtf.org/standards/published _documents/DSP1004 1.0.pdf

DMTF DSP1033, Profile Registration Profile 1.0,
http://www.dmtf.org/standards/published documents/DSP1033 1.0.pdf

DMTF DSP1077, USB Redirection Profile 1.0,
http://www.dmtf.org/standards/published _documents/DSP1077 1.0.pdf

IETF RFC 5234, Augmented BNF for Syntax Specifications: ABNF
http://www.ietf.org/rfc/rfc5234.txt

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards,
http://isotc.iso.org/livelink/livelink.exe?func=l1&objld=4230456&objAction=browse&sort=subtype

3 Terms and Definitions

In this document, some terms have a specific meaning beyond the normal English meaning. Those terms
are defined in this clause.

The terms "shall" ("required"), "shall not," "should" ("recommended"), "should not" ("not recommended"),
"may," "need not" ("not required"), "can" and "cannot" in this document are to be interpreted as described
in ISO/IEC Directives, Part 2, Annex H. The terms in parenthesis are alternatives for the preceding term,
for use in exceptional cases when the preceding term cannot be used for linguistic reasons. Note that
ISO/IEC Directives, Part 2, Annex H specifies additional alternatives. Occurrences of such additional
alternatives shall be interpreted in their normal English meaning.

The terms "clause," "subclause," "paragraph,” and "annex" in this document are to be interpreted as
described in ISO/IEC Directives, Part 2, Clause 5.

Version 1.0.1 DMTF Standard 9


http://www.dmtf.org/standards/published_documents/DSP0004_2.6.pdf
http://www.dmtf.org/standards/published_documents/DSP0200_1.3.pdf
http://www.dmtf.org/standards/published_documents/DSP1001_1.0.pdf
http://www.dmtf.org/standards/published_documents/DSP1004_1.0.pdf
http://www.dmtf.org/standards/published_documents/DSP1033_1.0.pdf
http://www.dmtf.org/standards/published_documents/DSP1077_1.0.pdf
http://www.ietf.org/rfc/rfc5234.txt
http://isotc.iso.org/livelink/livelink.exe?func=ll&objId=4230456&objAction=browse&sort=subtype

203
204
205

206
207

208
209

210
211
212

213
214

215
216
217

218
219

220
221

222
223
224

225
226
227

228
229
230

231
232
233

234
235

236
237

238

239
240
241

KVM Redirection Profile DSP1076

The terms "normative" and "informative" in this document are to be interpreted as described in ISO/IEC
Directives, Part 2, Clause 3. In this document, clauses, subclauses, or annexes labeled "(informative)" do
not contain normative content. Notes and examples are always informative elements.

The terms defined in DSP0004, DSP0200, and DSP1001 apply to this document. The following additional
terms are used in this document.

3.1
Original Destination

the destination of a KVM console flow prior to it being redirected. The Original Destination is modeled as
instances of CIM_Keyboard, CIM_DisplayController and CIM_PointingDevice in this profile but could be
potentially another type of logical device.

3.2
KVM Console Flow

a KVM console flow is the bidirectional KVM console stream which original flows to the Original
Destination. The KVM console flow may be redirected to a new KVM Console Flow destination, which
modeled as an instance of CIM_ProtocolEndpoint.

3.3
KVM Redirection

composed of an instance of CIM_RedirectionService, an instance of CIM_KVMRedirectionSAP and the
instance of the CIM_ServiceAccessBySAP between the two

3.4
KVM Redirection Service
the instance of CIM_RedirectionService which is part of a KVM Redirection

35
KVM Redirection Session
the instance of CIM_KVMRedirectionSAP which is part of a KVM Redirection

3.6
Service
a KVM Redirection Service

3.7
Session
a KVM Redirection Session

3.8
Singular KVM Redirection

a KVM Redirection in which the MaxCurrentEnabledSAPs property of the CIM_RedirectionService
instance has a value of 1

4 Symbols and Abbreviated Terms

4.1
KVM
Keyboard, Video and Mouse

10 DMTF Standard Version 1.0.1
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5 Synopsis

Profile Name: KVM Redirection
Version: 1.0.1

Organization: DMTF

CIM Schema Version: 2.22

Central Class: CIM_RedirectionService

Scoping Class: CIM_ComputerSystem

The KVM Redirection Profile extends the management capability of the referencing profiles by adding the
capability to describe KVM Redirections information.

Table 1 identifies profiles on which this profile has a dependency.

CIM_RedirectionService shall be the Central Class of this profile. The instance of
CIM_RedirectionService shall be the Central Instance of this profile.

CIM_ComputerSystem shall be the Scoping Class of this profile. The instance of CIM_ComputerSystem
with which the Central Instance is associated via an instance of CIM_HostedService shall be the Scoping
Instance of this profile.

Table 1 — Related Profiles

Profile Name Organization Version Relationship Behavior

Profile Registration DMTF 1.0 Mandatory

6 Description

The KVM Redirection Profile describes the necessary elements needed to provide the capability to
manage the redirection of a keyboard, video and mouse (KVM) console flow. The following describes
KVM redirection capabilities of typical computer systems which the profile could manage.

e  Systems can have multiple sources of bidirectional KVM console flows which can be redirected.
These include keyboards, pointing devices, display controllers or other representations of KVM
Logical Devices.

e  Prior to being redirected, the console flow has an Original Destination. This is typically a local
keyboard, display controller and pointing device to which a terminal is connected in order to
access the KVM console flow.

e A KVM console flow can be redirected to one or more destinations. A destination can be a
network port. The network port facilitates remote access to the KVM console.

e  The redirection of a KVM console flow can be accomplished while still delivering the KVM
console flow to its Original Destination.

e  This profile does not represent the state of the underlying session that facilitates the redirection.
The representation of the underlying session is beyond the scope of this specification.

If the KVM devices are USB Devices and you wish to model them as such, you may use the USB
Redirection Profile to manage their redirection instead of this profile.

Note that a redirected KVM console flow can be terminated by severing the connection over the transport
protocol.

Version 1.0.1 DMTF Standard 11
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Figure 1 presents the class diagram for the KVM Redirection Profile. For simplicity, the prefix CIM_ has
been removed from the name of the classes.

EnabledLogicalElementCapabilities — Registered Profile
ReferencedProfile
AR

(See Referencing Profile)

0.1 0.1 0.1
ElementConformsToProfile
(See Referencing Profile)

—ElementCapabilitieS—‘ ServiceAffectsElement
vl iR

ComputerSystem 1 HostedService——————| RedirectionService LogicalDevice
(See Referencing Profile)

(See Referencing Profile)

ServiceAffectsElement

1 1 [ 1
ServiceAccessBySAP
[1.r
SAPAvailableForElement | KVMRedirectionSAP 1.* 0.1 ProtocolEndpoint

* BindsTo (See Referencing Profile)

HostedAccessPoint

ElementCapabilities 1.

Figure 1 — KVM Redirection Profile Class Diagram

A KVM Redirection comprises a KVM Redirection Service, a KVM Redirection Session, and the
relationship between them.

e The KVM Redirection Service, also referred to as Service in this profile, is represented by an
instance of CIM_RedirectionService.

e The KVM Redirection Session, also referred to as Session in this profile, is represented by an
instance of CIM_KVMRedirectionSAP.

e The relationship between the Service and the Session is represented by an instance of
CIM_ServiceAccessBySAP.

A KVM Redirection can be in an active, inactive or available state. When the KVM Redirection is active,
the KVM Console Flow is being actively redirected to a remote console.

The state management of the KVM Redirection can be performed using one of two mechanisms. The first
mechanism is via state management of the Session only. The second mechanism is via state
management of both the Service and the Session.

When state management of the Service is possible, the Service can be in an enabled or disabled state.
When state management of the Session is possible, the Session can be in an enabled, disabled, or
enabled but offline state.

An instance of CIM_RedirectionService can be associated to an instance of a concrete subclass of
CIM_LogicalDevice which represents the Original Destination of the redirected KVM Console Flow.
Examples of Original Destinations are keyboards, display controllers and pointing devices.

An instance of CIM_KVMRedirectionSAP can be associated to an instance of CIM_ProtocolEndpoint
which represents the endpoint where the redirected KVM console flow can be accessed.
7 Implementation Requirements

This clause describes the classes required by the profile and the class properties required by the profile.
Clause 8 describes the class methods required by the profile.

12 DMTF Standard Version 1.0.1
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7.1 Representing a KVM Redirection

A KVM Redirection comprises an instance of CIM_RedirectionService, an instance of
CIM_KVMRedirectionSAP and an instance of the CIM_ServiceAccessBySAP association.

An instance of CIM_ServiceAccessBySAP shall be used to associate the instance of
CIM_RedirectionService to the instance of CIM_KVMRedirectionSAP.

The CIM_ServiceAccessBySAP association's Antecedent property shall reference the
CIM_RedirectionService instance and its Dependent property shall reference the
CIM_KVMRedirectionSAP instance.

7.2 CIM_RedirectionService.RedirectionServiceType

The CIM_RedirectionService.RedirectionServiceType property shall be set to 3 (KVM).

7.3 Representing the KVM Redirection Service

An instance of CIM_RedirectionService shall be used to represent the KVM Redirection Service, or
Service.

There shall be an instance of the CIM_HostedService association that associates each instance of
CIM_RedirectionService to a hosting CIM_ComputerSystem instance.

The CIM_HostedService association's Antecedent property shall reference the CIM_ComputerSystem
instance and its Dependent property shall reference the CIM_RedirectionService instance.

7.3.1 Representing the Original Destination

The instance of CIM_RedirectionService may be associated to one or more instances of a concrete
subclass of CIM_LogicalDevice which represents the Original Destination. The association shall use an
instance of the CIM_ServiceAffectsElement association.

The CIM_ServiceAffectsElement association's ManagedElement property shall reference the instance of
a concrete subclass CIM_LogicalDevice instance and its Service property shall reference the instance of
CIM_RedirectionService.

7.3.2 Representing the System wherein the Original Destination Resides

The instance of CIM_RedirectionService shall be associated to an instance of CIM_ComputerSystem
which represents the system wherein the Original Destination resides. The association shall use an
instance of the CIM_ServiceAffectsElement association.

The CIM_ServiceAffectsElement association's ManagedElement property shall reference the
CIM_ComputerSystem instance and its Service property shall reference the CIM_RedirectionService
instance.

7.3.3 KVM Console Sharing Mode

When a KVM console flow is redirected, the redirection may be exclusive or shared. Shared redirection
means the original destination of the KVM console is still receiving the KVM console flow. Exclusive
redirection means that the original destination is no longer receiving the KVM console flow.

The CIM_RedirectionService.SharingMode property shall designate whether a KVM Redirection is
exclusive or shared. A value of 2 (Exclusive) for the SharingMode property shall indicate exclusive
redirection. A value of 3 (Shared) for the SharingMode property shall indicate shared redirection.

Version 1.0.1 DMTF Standard 13



344
345

346
347
348

349
350

351
352

353

354
355
356

357
358
359
360

361
362

363
364

365
366
367

368

369
370

371
372

373
374

375

376

377
378
379

380
381

382
383

KVM Redirection Profile DSP1076

7.3.4 KVM Sharing Mode Control Capability
KVM Sharing Mode may be controlled.

When KVM Sharing Mode control is supported, an instance of CIM_RedirectionServiceCapabilities shall
exist and the CIM_RedirectionServiceCapabilities.SharingModeSupported property shall designate
whether a KVM Redirection is capable of being set to exclusive or shared mode.

A value of 2 (Exclusive) for the SharingMode property shall indicate that exclusive redirection may be set
on the KVM Redirection.

A value of 3 (Shared) for the SharingModeSupported property shall indicate that shared redirection may
be set on the KVM Redirection.

7.3.5 Maximum Number of Concurrent Redirections

A KVM console flow may be redirected to multiple access points; however, there may be a limitation to
the number of concurrent redirections. The limitation could be the result of hardware or software resource
limitations.

The CIM_RedirectionService.MaxCurrentEnabledSAPs property shall contain the maximum number of
instances of CIM_KVMRedirectionSAP, whose EnabledState property is set to 2 (Enabled), which may be
associated to the instance of CIM_RedirectionService. The Original Destination shall not be counted as
one of the redirected KVM consoles.

A Singular KVM Redirection is a redirection whose instance of CIM_RedirectionService has a
MaxCurrentEnabledSAPs property with a value of 1.

7.3.6 CIM_RedirectionService.ElementName
The ElementName property shall be formatted as a free-form string of variable length (pattern “.*").

The ElementName property may support being modified via the Modifylnstance operation. See 8.11.1.1.
This behavior is conditional. The following subclauses describe the CIM elements and behavior required
to determine whether an implementation supports client modification of the ElementName property.

7.3.6.1 Modifying ElementName Is Supported — Conditional

This subclause describes the CIM elements and behavior requirements when an implementation supports
client modification of the CIM_RedirectionService.ElementName property.

There shall be an instance of CIM_RedirectionServiceCapabilities associated with the
CIM_RedirectionService instance via an instance of the CIM_ElementCapabilities association.

The CIM_RedirectionServiceCapabilities.ElementNameEditSupported property shall have a value of
TRUE.

The CIM_RedirectionServiceCapabilities.MaxElementNameLen property shall be implemented.

7.3.6.2 Modifying ElementName Is Not Supported

This subclause describes the CIM elements and behaviors that shall be implemented when the
CIM_RedirectionService.ElementName does not support being modified via the Modifylnstance
operation.

There may be an instance of CIM_RedirectionServiceCapabilities associated with the
CIM__RedirectionServiceCapabilities instance via an instance of CIM_ElementCapabilities.

When an instance of CIM__ RedirectionServiceCapabilities exists, its ElementNameEditSupported
property shall have a value of FALSE.
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When an instance of CIM__ RedirectionServiceCapabilities exists, its MaxElementNamelLen property may
be implemented. The MaxElementNameLen property is irrelevant in this context.

7.4 Representing the KVM Redirection Session

An instance of CIM_KVMRedirectionSAP shall be used to represent the KVM Redirection Session, or
simply “Session” as defined in clause 3.

The Session is associated to computer systems via two associations. One is the computer system whose
KVM console flow is being redirected. The other is the computer system which contains the endpoint
where the redirected KVM console flow can be accessed.

The instance of CIM_KVMRedirectionSAP shall be associated to an instance of CIM_ComputerSystem,
which represents the computer system whose KVM console flow is being redirected, via an instance of
CIM_SAPAvailableForElement.

The CIM_SAPAvailableForElement association's ManagedElement property shall reference the
CIM_ComputerSystem instance and its AvailableSAP property shall reference the
CIM_KVMRedirectionSAP instance.

The instance of CIM_KVMRedirectionSAP shall be associated to an instance of CIM_ComputerSystem,
which represents the computer system which contains the endpoint where the redirect KVM console flow
can be accessed, via an instance of CIM_HostedAccessPoint.

The CIM_HostedAccessPoint association's Antecedent property shall reference the
CIM_ComputerSystem instance and its Dependent property shall reference the
CIM_KVMRedirectionSAP instance.

7.4.1 Representing the Destination of the Redirected KVM Console Flow

The instance of CIM_KVMRedirectionSAP may be associated to at most one instance of
CIM_ProtocolEndpoint which represents the endpoint where the redirected KVM console flow is
accessed. The association shall use an instance of the CIM_BindsTo association.

The CIM_BindsTo association's Antecedent property shall reference the CIM_ProtocolEndpoint instance
and its Dependent property shall reference the CIM_KVMRedirectionSAP instance.

7.4.2 KVM Console Protocol Format

The redirected KVM console can be formatted. Examples of the KVM console formats are raw data
stream and protocols such as RDP or VNC. In raw character stream format, the characters have no
special meaning. In protocol mode format, the data stream is formatted to have special meaning
according to the definition of the protocol.

The format of the redirection KVM console protocol shall be designated by the
CIM_KVMRedirectionSAP.KVMProtocol property.

When the redirected KVM console protocol format is a raw data stream, the
CIM_KVMRedirectionSAP.KVMProtocol property shall be set to a value of 2 (Raw).

When the redirected KVM console format is using the RDP protocol, the
CIM_KVMRedirectionSAP.KVMProtocol property shall be set to a value of 3 (RDP).

When the redirected KVM console format is using the VNC protocol, the
CIM_KVMRedirectionSAP.KVMProtocol property shall be set to a value of 4 (VNC).

When the redirected KVM console format is other than Raw, RDP or VNC, the
CIM_KVMRedirectionSAP.KVMProtocol property shall be set to a value of 1 (Other) and the value of
CIM_KVMRedirectionSAP.OtherKVMProcol shall contain a string which describes the format.
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7.4.3 Terminate a Redirected KVM Console

A redirected KVM console session may be terminated via state management of the KVM Redirection
Session. (See 7.5.)

7.4.4 CIM_KVMRedirectionSAP.ElementName
The ElementName property shall be formatted as a free-form string of variable length (pattern “.*").

The ElementName property may support being modified via the Modifylnstance operation. See 8.12.1.1.
This behavior is conditional. The following subclauses describe the CIM elements and behavior required
to determine whether an implementation supports client modification of the ElementName property.

7.4.4.1 Modifying ElementName Is Supported — Conditional

This subclause describes the CIM elements and behavior requirements when an implementation supports
client modification of the CIM_KVMRedirectionSAP.ElementName property.

There shall be an instance of CIM_EnabledLogicalElementCapabilities associated with the
CIM_KVMRedirectionSAP instance via an instance of the CIM_ElementCapabilities association.

The CIM_EnabledLogicalElementCapabilities.ElementNameEditSupported property shall have a value of
TRUE.

The CIM_EnabledLogicalElementCapabilities.MaxElementNamelLen property shall be implemented.

7.4.4.2 Modifying ElementName Is Not Supported

This subclause describes the CIM elements and behaviors that shall be implemented when the
CIM_KVMRedirectionSAP.ElementName does not support being modified via the Modifylnstance
operation.

There may be an instance of CIM_EnabledLogicalElementCapabilities associated with the
CIM_KVMRedirectionSAP instance via an instance of CIM_ElementCapabilities.

When an instance of CIM_EnabledLogicalElementCapabilites exists, its ElementNameEditSupported
property shall have a value of FALSE.

When an instance of CIM_EnabledLogicalElementCapabilities exists, its MaxElementNamelLen property
may be implemented. The MaxElementNamelLen property is irrelevant in this context.

7.5 State Management of a KVM Redirection
The KVM Redirection shall have the states inactive, available, or active:

e The KVM Redirection is inactive when the KVM Console Flow is not being redirected to the
Session.

e The KVM Redirection is available when the KVM Console Flow is being redirected to the Session,
but the session is not actively being used.

e The KVM Redirection is active when the KVM Console Flow is being actively redirected to the
Session and the session is actively being used.

The state of a KVM Redirection shall be reported by the implementation using the combined states of the
instance of CIM_RedirectionService (Service) and the instance of CIM_KVMRedirectionSAP (Session)
associated via an instance of CIM_ServiceAccessBySAP, as follows:
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e When the value of CIM_RedirectionService.EnabledState is 2 (Enabled) and the value of
CIM_KVMRedirectionSAP.EnabledState is 2 (Enabled), the KVM Redirection shall be considered
in active state.

e When the value of CIM_RedirectionService.EnabledState is 2 (Enabled) and the value of
CIM_KVMRedirectionSAP.EnabledState is 6 (Enabled but Offline), the KVM Redirection shall be
considered in available state.

e Otherwise, the KVM Redirection shall be considered in inactive state.

Table 2 provides details about conditions and KVM Redirection state.

Table 2 — Determining KVM Redirection State

Condition State Description

Service and Service Access
CIM_RedirectionService.EnabledState = 3 (Disabled) Point have not both been
OR inactive | enabled.
CIM_KVMRedirectionSAP.EnabledState = 3 (Disabled) KVM Console Flow is not

being redirected.

Service and Service Access

CIM_RedirectionService.EnabledState = 2 (Enabled) Point have both been
AND available | enabled.
CIM_KVMRedirectionSAP.EnabledState = 6 (Enabled but Offline) KVM Console Flow is not

currently being redirected.

Both Service and Service
Access Point have been

CIM_RedirectionService.EnabledState = 2 (Enabled) enabled.

AND active KVM Console Flow is

CIM_KVMRedirectionSAP.EnabledState = 2 (Enabled) currently being redirected and
the session is actively being
used.

The state of the KVM Redirection may be affected using: 1) state management of the Session only or 2)
state management of both the Service and the Session. The state of the KVM Redirection may also be
affected by external interactions and events (for example, when a management console application
begins active use of a session). Note that a session may be considered as being actively used by the
implementation even when the flow of data may appear “idle”.

The state management of the Service is discussed in 7.6. The state management of the Session is
discussed in 7.7.

7.6 State Management of a KVM Redirection Service (Optional)

Support for managing the state of a KVM Redirection Service is optional behavior. The following
subclauses describe the CIM elements and behaviors that allow the client to determine whether state
management of the KVM Redirection Service is supported.

7.6.1 KVM Redirection Service State Management Is Supported — Conditional

This subclause describes the CIM elements and behaviors that shall be implemented when state
management of the Service is supported.
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7.6.1.1 CIM_RedirectionServiceCapabilities

When state management of the KVM Redirection Service is supported, exactly one instance of
CIM_RedirectionServiceCapabilities shall be associated with the instance of CIM_RedirectionService
through an instance of CIM_ElementCapabilities.

The CIM_ElementCapabilities association's ManagedElement property shall reference the
CIM_RedirectionService instance and its Capabilities property shall reference the
CIM_RedirectionServiceCapabilities instance.

7.6.1.1.1 CIM_RedirectionServiceCapabilities.RequestedStatesSupported

The RequestedStatesSupported property shall contain zero or more of the following values: 2 (Enabled),
3 (Disabled).

7.6.1.2 CIM_RedirectionService.RequestedState

When the CIM_RedirectionService.RequestStateChange() method is successfully invoked, the value of
the RequestedState property shall be the value of the RequestedState parameter. If the method is not
successfully invoked, the value of the RequestedState property is indeterminate.

The CIM_RedirectionService.RequestedState property shall have one of the values specified in the
CIM_RedirectionServiceCapabilities.RequestedStatesSupported property or a value of 5 (No Change).

7.6.1.3 CIM_RedirectionService.EnabledState
The EnabledState property shall have one of the following values: 2 (Enabled), 3 (Disabled).

When the RequestedState parameter has a value of 2 (Enabled) or 3 (Disabled) and the
CIM_RedirectionService.RequestStateChange() method completes successfully, the value of the
EnabledState property shall equal the value of the CIM_RedirectionService.RequestedState property.

If the method does not complete successfully, the value of the EnabledState property is indeterminate.

7.6.2 KVM Redirection Service State Management Is Not Supported

This subclause describes the CIM elements and behaviors that shall be implemented when management
of the Service state is not supported.

7.6.2.1 CIM_RedirectionServiceCapabilities

When state management is not supported, an instance of CIM_RedirectionServiceCapabilities may be
associated with the CIM_RedirectionService instance through an instance of CIM_ElementCapabilities.
The existence of the CIM_ElementCapabilities instance is conditional on the existence of the
CIM_RedirectionServiceCapabilities instance.

The CIM_ElementCapabilities association's ManagedElement property shall reference the
CIM_RedirectionService instance and its Capabilities property shall reference the
CIM_RedirectionServiceCapabilities instance.

7.6.2.1.1 CIM_RedirectionServiceCapabilities.RequestedStatesSupported

The CIM_RedirectionServiceCapabilities.RequestedStatesSupported property shall not contain any
values.

7.6.2.2 CIM_RedirectionService.RequestedState

The RequestedState property shall have the value of 12 (Not Applicable).
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7.6.2.3 CIM_RedirectionService.EnabledState

The EnabledState property shall have one of the following values: 2 (Enabled) 3 (Disabled) or 5 (Not
Applicable). The value of 5 (Not Applicable) may be set when non-CIM instrumentation has manipulated
the instance of CIM_RedirectionService.

7.7 State Management of a KVM Redirection Session (Optional)

Support for managing the state of a KVM Redirection Session (Session) is optional behavior. The
following subclauses describe the CIM elements and behaviors that allow the client to determine whether
state management of the Session is supported.

7.7.1 Session State Management Is Supported — Conditional

This subclause describes the CIM elements and behaviors that shall be implemented when state
management of the Session is supported.

7.7.1.1 CIM_EnabledLogicalElementCapabilities

When state management of the Session is supported, exactly one instance of
CIM_EnabledLogicalElementCapabilities shall be associated with each instance of
CIM_KVMRedirectionSAP through an instance of CIM_ElementCapabilities.

The CIM_ElementCapabilities association's ManagedElement property shall reference the
CIM_KVMRedirectionSAP instance and its Capabilities property shall reference the
CIM_EnabledLogicalElementCapabilities instance.

7.7.1.1.1 CIM_EnabledLogicalElementCapabilities.RequestedStatesSupported

The RequestedStatesSupported property shall contain zero or more of the following values: 2 (Enabled),
3 (Disabled) or 6 (Enabled but Offline).

7.7.1.2 CIM_KVMRedirectionSAP.RequestedState

When the CIM_KVMRedirectionSAP.RequestStateChange() method is successfully invoked, the value of
the RequestedState property shall be the value of the RequestedState parameter. If the method is not
successfully invoked, the value of the RequestedState property is indeterminate.

The CIM_KVMRedirectionSAP.RequestedState property shall have one of the values specified in the
CIM_EnabledLogicalElementCapabilities.RequestedStatesSupported property or a value of 5 (No
Change).

7.7.1.3 CIM_KVMRedirectionSAP.EnabledState

The EnabledState property shall have one of the following values: 2 (Enabled), 3 (Disabled) or 6 (Enabled
but Offline). Note that the value of EnabledState is affected by the RequestStateChange() method and
the current state of the KVM Redirection and Console Flow (see 7.5).

When the RequestedState parameter has a value of 2 (Enabled) and the
CIM_KVMRedirectionSAP.RequestStateChange() method completes successfully, the value of the
EnabledState property shall equal either 2 (Enabled) or 6 (Enabled but Offline).

When the RequestedState parameter has a value of 6 (Enabled but Offline) and the
CIM_KVMRedirectionSAP.RequestStateChange() method completes successfully, the value of the
EnabledState property shall equal either 2 (Enabled) or 6 (Enabled but Offline).

When the RequestedState parameter has a value of 3 (Disabled) and the
CIM_KVMRedirectionSAP.RequestStateChange() method completes successfully, the value of the
EnabledState property shall equal 3 (Disabled).
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If the method does not complete successfully, the value of the EnabledState property is indeterminate.

7.7.2 Session State Management Is Not Supported

This subclause describes the CIM elements and behaviors that shall be implemented when management
of the Session state is not supported.

7.7.2.1 CIM_EnabledLogicalElementCapabilities

When state management of the Session is not supported, an instance of
CIM_EnabledLogicalElementCapabilities may be associated with the CIM_KVMRedirectionSAP instance
through an instance of CIM_ElementCapabilities. The existence of the CIM_ElementCapabilities instance
is conditional on the existence of the CIM_EnabledLogicalElementCapabilities instance.

The CIM_ElementCapabilities association's ManagedElement property shall reference the
CIM_KVMRedirectionSAP instance and its Capabilities property shall reference the
CIM_EnabledLogicalElementCapabilities instance.

7.7.2.1.1 CIM_EnabledLogicalElementCapabilities.RequestedStatesSupported

The CIM_EnabledLogicalElementCapabilities.RequestedStatesSupported property shall not contain any
values.

7.7.2.2 CIM_KVMRedirectionSAP.RequestedState

The RequestedState property shall have the value of 12 (Not Applicable).

7.7.2.3 CIM_KVMRedirectionSAP.EnabledState

The EnabledState property shall have one of the following values: 2 (Enabled), 3 (Disabled), 5 (Not
Applicable), or 6 (Enabled but Offline). The value of 5 (Not Applicable) may be set when non-CIM
instrumentation has manipulated the instance of CIM_KVMRedirectionSAP.

8 Methods

8.1 CIM_RedirectionService.RequestStateChange()

Invocation of the RequestStateChange() method changes the element’s state to the value specified in the
RequestedState parameter. The 2 (Enabled), and 3 (Disabled) values of the RequestedState parameter
shall correspond to the enabled and disabled states of the KVM Redirection Service, respectively.

It is implementation specific whether the method will complete successfully if there are active sessions.
Detailed requirements of the RequestStateChange() method are specified in Table 3 and Table 4.
No standard messages are defined.

Invoking the RequestStateChange() method multiple times could result in earlier requests being
overwritten or lost.
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Table 3 — CIM_RedirectionService.RequestStateChange() Method: Return Code Values

Value Description

0 Request was successfully executed.

1 Method is unsupported.

2 Error occurred

4096 Job started: REF returned to started CIM_ConcreteJob

Table 4 — CIM_RedirectionService.RequestStateChange() Method: Parameters

Qualifiers Name Type Description/Values

IN RequestedState uintl6 Valid state values:

2 (Enabled)
3 (Disabled)

ouT Job CIM_ConcreteJob REF | Returned if job started

IN TimeoutPeriod datetime Client specified maximum amount of time
the transition to a new state is supposed to
take:

0 or NULL — No time requirements
<interval> — Maximum time allowed

8.1.1 CIM_RedirectionService.RequestStateChange() — Conditional Support

When an instance of CIM_RedirectionServiceCapabilities is associated with the CIM_RedirectionService
instance and the CIM_RedirectionServiceCapabilities.RequestedStatesSupported property contains at
least one value, the CIM_RedirectionService.RequestStateChange() method shall be implemented and
supported. The CIM_RedirectionService.RequestStateChange() method shall not return a value of 1 (Not
Supported).

8.2 CIM_KVMRedirectionSAP.RequestStateChange()

Invocation of the RequestStateChange() method changes the element’s state to the value specified in the
RequestedState parameter. The 2 (Enabled), 3 (Disabled) and 6 (Enabled but Offline) values of the
RequestedState parameter shall correspond to enabling, disabling, and enabled but offline states the
Session, respectively.

Detailed requirements of the RequestStateChange() method are specified in Table 5 and Table 6.
No standard messages are defined.

Invoking the RequestStateChange() method multiple times could result in earlier requests being
overwritten or lost.

Table 5 — CIM_KVMRedirectionSAP.RequestStateChange() Method: Return Code Values

Value Description

0 Request was successfully executed.

1 Method is unsupported.

2 Error occurred

4096 Job started: REF returned to started CIM_ConcreteJob
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Table 6 — CIM_KVMRedirectionSAP.RequestStateChange() Method: Parameters

Qualifiers Name Type Description/Values

IN RequestedState uintl6 Valid state values:

2 (Enabled)
3 (Disabled)
6 (Enabled but Offline)

ouT Job CIM_ConcreteJob REF | Returned if job started

IN TimeoutPeriod datetime Client specified maximum amount of time
the transition to a new state is supposed to
take:

0 or NULL — No time requirements
<interval> — Maximum time allowed

8.2.1 CIM_KVMRedirectionSAP.RequestStateChange() — Conditional Support

When an instance of CIM_EnabledLogicalElementCapabilities is associated with the
CIM_KVMRedirectionSAP instance and the
CIM_EnabledLogicalElementCapabilities.RequestedStatesSupported property contains at least one
value, the CIM_KVMRedirectionSAP.RequestStateChange() method shall be implemented and
supported. The CIM_KVMRedirectionSAP.RequestStateChange() method shall not return a value of 1
(Not Supported).

8.2.2 Enabling a Singular KVM Redirection

When multiple instances of CIM_KVMRedirectionSAP are associated with an instance of
CIM_RedirectionService, the service shall guarantee that the number of CIM_KVMRedirectionSAP with
the value of EnabledState as 2 (Enabled) do not exceed the MaxCurrentEnabledSAPs property value.
When CIM_KVMRedirectionSAP.RequestedState parameter has a value of 2 (Enabled) and there are
MaxCurrentEnabledSAPs instances of CIM_KVMRedirectionSAP with the value of EnabledState as 2
(Enabled), then CIM_KVMRedirectionSAP.RequestStateChange() shall complete with an error.

When the instance of CIM_KVMRedirectionSAP is associated to an instance of CIM_RedirectionService
whose MaxCurrentEnabledSAPs property has a value of 1, the method shall exhibit the following
additional behavior.

When the CIM_KVMRedirectionSAP.RequestedState parameter has a value of 2 (Enabled) and the
CIM_KVMRedirectionSAP.RequestedStateChange() method completes successfully, the value of the
EnabledState property of all other instances of CIM_KVMRedirectionSAP associated with the instance of
CIM_RedirectionService shall be set to 3 (Disabled).

8.3 Profile Conventions for Operations

For each profile class (including associations), the implementation requirements for operations, including
those in the following default list, are specified in class-specific subclauses of this clause.

The default list of operations is as follows:
e  Getlnstance
e  Associators
e  AssociatorNames
e References

. ReferenceNames
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) Enumeratelnstances

° EnumeratelnstanceNames

8.4 CIM_BindsTo Operations

Table 7 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 7, all operations in
the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.

Table 7 — CIM_BindsTo Operations

Operation Requirement Messages
Getlnstance Mandatory None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.5 CIM_ElementCapabilities Operations

Table 8 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 8, all operations in
the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.

Table 8 — CIM_ElementCapabilities Operations

Operation Requirement Messages
Getlnstance Mandatory None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.6 CIM_RedirectionServiceCapabilities Operations

Table 9 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 9, all operations in
the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.
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Table 9 — CIM_RedirectionServiceCapabilities Operations

Operation Requirement Messages
GetlInstance Mandatory None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.7 CIM_HostedService Operations

Table 10 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 10, all operations
in the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.

Table 10 — CIM_HostedService Operations

Operation Requirement Messages
GetlInstance Mandatory None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.8 CIM_HostedAccessPoint Operations

Table 11 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 11, all operations
in the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.

Table 11 — CIM_HostedAccessPoint Operations

Operation Requirement Messages
GetlInstance Mandatory None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.9 CIM_ServiceAffectsElement Operations

Table 12 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 12, all operations
in the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.
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Table 12 — CIM_ServiceAffectsElement Operations

Operation Requirement Messages
GetlInstance Mandatory None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.10 CIM_ServiceAccessBySAP Operations

Table 13 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 13, all operations
in the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.

Table 13 — CIM_ServiceAccessBySAP Operations

Operation Requirement Messages
Getlnstance Mandatory None
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.11 CIM_RedirectionService Operations

Table 14 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 14, all operations
in the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.

Table 14 — CIM_RedirectionService Operations

Operation Requirement Messages
GetlInstance Mandatory None
Modifylnstance Optional See 8.11.1.
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.11.1 CIM_RedirectionService — Modifylnstance Operation

This subclause details the specific requirements for the Modifylnstance operation applied to an instance
of CIM_RedirectionService.
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8.11.1.1 CIM_RedirectionService.ElementName property

When there is an instance of CIM_RedirectionServiceCapabilities associated with the
CIM_RedirectionService instance and the
CIM_RedirectionServiceCapabilities.ElementNameEditSupported property has a value of TRUE, the
implementation shall allow the Modifylnstance operation to change the value of the ElementName
property of the CIM_RedirectionService instance. The Modifylnstance operation shall enforce the length
restriction specified in the MaxElementNameLen property of the CIM_RedirectionServiceCapabilities.

When there is not an instance of CIM_RedirectionServiceCapabilities associated with the
CIM_RedirectionService instance, or the ElementNameEditSupported property of the
CIM_RedirectionServiceCapabilities has a value of FALSE, the implementation shall not allow the
Modifylnstance operation to change the value of the ElementName property of the
CIM_RedirectionService instance.

8.12 CIM_KVMRedirectionSAP Operations

Table 15 lists implementation requirements for operations. If implemented, these operations shall be
implemented as defined in DSP0200. In addition, and unless otherwise stated in Table 15, all operations
in the default list in 8.3 shall be implemented as defined in DSP0200.

NOTE: Related profiles may define additional requirements on operations for the profile class.

Table 15 — CIM_KVMRedirectionSAP Operations

Operation Requirement Messages
Getlnstance Mandatory None
Modifylnstance Optional See 8.12.1.
Associators Unspecified None
AssociatorNames Unspecified None
References Unspecified None
ReferenceNames Unspecified None

8.12.1 CIM_KVMRedirectionSAP — Modifylnstance Operation

This subclause details the specific requirements for the Modifylnstance operation applied to an instance
of CIM_KVMRedirectionSAP.

8.12.1.1 CIM_KVMRedirectionSAP.ElementName property

When there is an instance of CIM_EnabledLogicalElementCapabilities associated with the
CIM_KVMRedirectionSAP instance and the
CIM_EnabledLogicalElementCapabilities.ElementNameEditSupported property has a value of TRUE, the
implementation shall allow the Modifylnstance operation to change the value of the ElementName
property of the CIM_KVMRedirectionSAP instance. The Modifylnstance operation shall enforce the length
restriction specified in the MaxElementNameLen property of the
CIM_EnabledLogicalElementCapabilities.

When there is not an instance of CIM_EnabledLogicalElementCapabilities associated with the
CIM_KVMRedirectionSAP instance, or the ElementNameEditSupported property of the
CIM_EnabledLogicalElementCapabilities has a value of FALSE, the implementation shall not allow the
Modifylnstance operation to change the value of the ElementName property of the
CIM_KVMRedirectionSAP instance.
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9 Use Cases

This subclause contains object diagrams and use cases specific to KVM Redirection Profile. The use
cases are informative and are not intended to define the requirements for conformance.

9.1 Advertising the Profile Conformance

The object diagram in Figure 2 shows how instances of CIM_RegisteredProfile are used to identify the
version of the KVM Redirection Profile with which an instance of CIM_RedirectionService and its
associated instances are conformant.

An instance of CIM_RegisteredProfile exists for each profile that is instrumented in the system. One
instance of CIM_RegisteredProfile identifies the DMTF Base Server Profile, version 1.0.0. The other
instance identifies the DMTF KVM Redirection Profile, version 1.0.0. The Central Instance is the
CIM_RedirectionService. The Scoping Instance is the CIM_ComputerSystem instance.

This instance of CIM_ComputerSystem is conformant with the DMTF Base Server Profile version 1.0.0 as
indicated by the CIM_ElementConformsToProfile association to the CIM_RegisteredProfile instance.

This instance of CIM_RedirectionService is conformant with the DMTF KVM Redirection Profile version
1.0.0 as indicated by the CIM_ElementConformsToProfile association to the CIM_RegisteredProfile
instance.

BaseServer : RegisteredProfile TextRedirection : RegisteredProfile

RegisteredOrganization : DMTF RegisteredOrganization : DMTF
RegisteredName : Base Server RegisteredName : KVM Redirection

——ReferencedProfile—

RegisteredVersion : 1.0.0 RegisteredVersion : 1.0.0
|
ElementConformsToProfile ElementConformsToProfile
|
system1:ComputerSystem HostedService kvmredirectsvc1:RedirectionService

Figure 2 — Registered Profile

9.2 Object Diagram for a Monolithic Server

Figure 3 shows the object diagram for a monolithic server, systeml1, which has a Service which can
redirect the KVM console devices to the network port. Both the KVM devices and the network port are
part of system1 and modeled by the instances of CIM_SystemDevice.

The KVM console session is represented with a source (kvmredirectsvcl), a destination
(kvmredirectsapl) and the instance of CIM_ServiceAccessBySAP association between them. The KVM
Redirection Service (kvmredirectsvcl) is hosted on systeml as represented by the CIM_HostedService
association between system1 and kvmredirectsvcl. The service (kvmredirectsvcl) affects systeml as
represented by the CIM_ServiceAffectsElement association between systeml and kvmredirectsvcl. This
signifies that system1 is the source of the KVM console which can be redirected.

The service also affects keyboard1, displayctrlrl and mousel as represented by the
CIM_ServiceAffectsElement association between keyboardl, displayctrlrl and mousel and
kvmredirectsvcl. Keyboardl is an instance of CIM_Keyboard, displayctrirl is an instance of
CIM_DisplayController and mousel is an instance of CIM_PointingDevice, all of which are a concrete
subclass of CIM_LogicalDevice. This signifies that keyboard1, displayctrlrl and mousel are the Original
Destination of a KM console which can be redirected.
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The KVM Redirection Session (kvmredirectsapl) is hosted on system1 as represented by the
CIM_HostedAccessPoint association between system1 and kvmredirectsapl. The Session
(kvmredirectsapl) provides a SAP for systeml as represented by the CIM_SAPAvailableForElement
association between systeml1 and kvmredirectsapl. Note that any properties, such as encryption
algorithms or settings, for the KVM Protocol’s transport can be included on the Protocol Endpoint
protoendptl.

From kvmredirectsapl, the CIM_BindsTo association can be traversed to the CIM_ProtocolEndpoint
(protoendptl). From protoendptl, the CIM_PortimplementsEndpoint association can be traversed to the
network port (networkportl), a device on system1.

In the figure, the KVM Redirection specified by kvmredirectsvcl and kvmredirectsapl is active, because
the state of the kvmredirectsvcl is 2 (Enabled) and the state of the kvmredirectsapl is 2 (Enabled).

SystemDevice
ﬁServiceAﬁectsElementﬁ ServiceAffectsElement-

‘ I N

keyboardl : Keyboard

systeml:ComputerSystem kvmredirectsvcl:RedirectionService

EnabledState: 2 (Enabled) mousel : PointingDevice
RequestedState: 2 (Enabled) S —_—
RedirectionServiceType : 3 (KVM)

i MaxCurrentEnabledSAPs: 2 - -
HostedService— SharingMode: 2 (Exclusive) displayctrirl : DisplayController

\
ServiceAccessBySAP | BindsTo ‘
|

kvmredirectsapl : KVMRedirectionSAP protoendptl : ProtocolEndpoint
EnabledState: 2 (Enabled)

RequestedState: 2 (Enabled)
|_HostedAccessPoint KVMProtocol: 3 (RDP)

SAPAvailableToElement |

PortimplementsEndpoint

networkportl : NetworkPort

SystemDevice

Figure 3 — Monolithic System Object Diagram

9.3 Object Diagram for Monolithic Server with Service Processor
Figure 4 shows the object diagram for a monolithic server with a service processor.

The diagram is similar to Figure 3, except there is now an instance of CIM_ComputerSystem, sp1,
representing the service processor which has a network port.

The KVM Redirection Service (kvmredirectsvcl) is hosted on spl as represented by the
CIM_HostedService association between spl and kvmredirectsvcl.

The service affects systeml as represented by the CIM_ServiceAffectsElement association between
systeml and kvmredirectsvcl. This signifies that systeml is the source of the KVM console which can be
redirected.

The service also affects keyboardl, displayctrlrl and mousel as represented by the
CIM_ServiceAffectsElement association between keyboardl, displayctrlrl and mousel and
kvmredirectsvcl. This signifies that keyboardl, displayctrlrl and mousel are the Original Destination of a
KVM console which can be redirected. keyboardl, displayctrlirl and mousel are associated to systeml
through CIM_SystemDevice (not shown).

The KVM Redirection Session (kvmredirectsapl) is hosted on spl as represented by the
CIM_HostedAccessPoint association between spl and kvmredirectsapl. The Session (kvmredirectsapl)
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provides a SAP for system1 as represented by the CIM_SAPAuvailableForElement association between
systeml and kvmredirectsapl.

From kvmredirectsapl, the CIM_BindsTo association can be traversed to the CIM_ProtocolEndpoint
(protoendptl). From protoendptl, the CIM_PortimplementsEndpoint association can be traversed to the
network port (networkportl), a device on spl.

In the figure, the KVM Redirection specified by kvmredirectsvcl and kvmredirectsapl is active, because
the state of the kvmredirectsvcl is 2 (Enabled) and the state of the kvmredirectsapl is 2 (Enabled).

sp1:ComputerSystem

H ice—— :
ostedServic (Service AffectsElement keyboard1 : Keyboard

system1:ComputerSystem kvmredirectsvc1:RedirectionService
EnabledState: 2 (Enabled) mouse1 : PointingDevice
RequestedState: 2 (Enabled)

| RedirectionServiceType: 3 (KVM)
ServiceAffectsElement | MaxCurrentEnabledSAPs: 10
SharingMode: 2 (Exclusive)

ServiceAccessBySAP
‘ | BindsTo |

displayctrir1 : DisplayController

kvmredirectsap1 : KVMRedirectionSAP protoendpt1 : ProtocolEndpoint

. EnabledState: 2 (Enabled)
SAPAvailableForElement | RequestedState: 2 (Enabled)

| HostedAccessPoint————— KVMProtocol: 3 (RDP)

PortimplementsEndpoint

networkport1 : NetworkPort

SystemDevice

Figure 4 — Monolithic System with Service Processor Object Diagram

9.4 Object Diagram for a Modular System

The Figure 5 shows a modular system which can redirect the KVM devices on a blade to the network port
of the chassis management module (CMM) or the network port of the blade. The chassis management
module is represented with an instance of CIM_ComputerSystem, chassismgrl. The blade is represented
with an instance of CIM_ComputerSystem, bladel.

The KVM Redirection Service (kvmredirectsvcl) is hosted on chassismgrl as represented by the
CIM_HostedService association between chassismgrl and kvmredirectsvcl. The service affects bladel
as represented by the CIM_ServiceAffectsElement association between bladel and kvmredirectsvcl.
This signifies that bladel is the source of the KVM console which can be redirected.

The service also affects keyboard1, displayctrlrl and mousel as represented by the
CIM_ServiceAffectsElement association between keyboard1, displayctrlrl and mousel and
kvmredirectsvcl. This signifies that keyboardl, displayctrlrl and mousel are the Original Destination of a
KVM console which can be redirected. The instance keyboardl, displayctrirl and mousel are associated
to bladel via an instance of CIM_SystemDevice.

There are two KVM Redirection Sessions, kvmredirectsapl and kvmredirectsap2. Each is associated to
the Service via an instance of the CIM_ServiceAccessBySAP associations.
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One KVM Redirection Session (kvmredirectsapl) is hosted on bladel as represented by the
CIM_HostedAccessPoint association between bladel and kvmredirectsapl. This shows that the
resources of bladel are used to host the redirection session. The Session (kvmredirectsapl) provides a
SAP for bladel as represented by the CIM_SAPAvailableForElement association between bladel and
kvmredirectsapl.

From kvmredirectsapl, the CIM_BindsTo association can be traversed to the CIM_ProtocolEndpoint
(protoendptl). From protoendptl, the CIM_PortimplementsEndpoint association can be traversed to the
network port (networkportl), a device on bladel.

The other KVM Redirection Session (kvmredirectsap?) is hosted on chassismgrl as represented by the
CIM_HostedAccessPoint association between chassismgrl and kvmredirectsap2. This shows that the
resources of chassismgrl are used to host the redirection session. The Session (kvmredirectsap2) also
provides a SAP for bladel as represented by the CIM_SAPAvailableForElement association between
bladel and kvmredirectsap?2.

From kvmredirectsap2, the CIM_BindsTo association can be traversed to the CIM_ProtocolEndpoint
(protoendpt2). From protoendpt2, the CIM_PortimplementsEndpoint association can be traversed to the
network port (networkport2), a device on chassismgrl.

Note that both kvmredirectsapl and kvmredirectsap2 are associated to bladel with the
CIM_SAPAvailableForElement, because bladel is the source of the KVM Redirection regardless of
whether the SAP is hosted on the bladel or chassismgrrl.

In Figure 5, the KVM Redirection specified by kvmredirectsvcl and kvmredirectsapl is active, because
the state of kvmredirectsvcl is 2 (Enabled) and the state of kvmredirectsapl is 2 (Enabled). The state of
kvmredirectsap?2 is 3 (Disabled), which means that the session specified by kvmredirectsvcl and
kvmredirectsap?2 is not permitted to be made active.

chassismgrl:ComputerSystem

HostedService - — -
keyboardl : Keyboard kvmredirectsvcl:RedirectionService
EnabledState: 2 (Enabled)
. RequestedState: 2 (Enabled)
— - ——SenviceAffectsElement RedirectionServiceType: 3 (KVM) .
mousel : PointingDevice MaxCurrentEnabledSAPs: 1 HostedAccessPoint
ServiceAffectsElement SharingMode: 2 (Exclusive)
displayctrlrl : DisplayController
- ServiceAccessBySAP ServiceAccessBySAP
SystemDevice | |
blade1:ComputerSystem kvmredirectsapl : KVMRedirectionSAP kvmredirectsap2 : KVMRedirectionSAP
\ EnabledState: 2 (Enabled) EnabledState: 3 (Disabled)
L RequestedState: 2 (Enabled) RequestedState: 3 (Disabled)
: KVMProtocol: 3 (RDP
HostedAccessPoint— KVMProtocol: 3 (RDP) ( )
SAPAvaiIabIeToEIementQ
SAPAvailableToElement
BindsTo BindsTo
protoendptl : ProtocolEndpoint protoendpt2 : ProtocolEndpoint
\ ] \ ]
PortimplementsEndpoint PortimplementsEndpoint
\ \
SystemDevice networkportl : NetworkPort networkport2 : NetworkPoint
—SystemDevice ‘

Figure 5 — Modular System Object Diagram
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845 9.5 Determine Whether a System Has KVM Consoles That Can Be Redirected.

846 A client can determine whether a computer system of interest has KVM consoles that can be redirected
847 as follows:

848 1) Start at the instance of CIM_ComputerSystem which represents the computer system whose
849 KVM consoles are of interest.

850 2) Enumerate the instances of the CIM_RedirectionService which are associated to the

851 CIM_ComputerSystem via an instance of the CIM_ServiceAffectsElement association.

852 3) If the enumeration is zero, the computer system has no KVM console that can be redirected.
853 4) Otherwise, the computer system has at least one KVM console that can be redirected. Each
854 instance of CIM_RedirectionService so found represents a Service on the computer system.

855 9.6 Determine Whether a Keyboard, Display Controller or Pointing Device Can
856 Be Redirected

857  Aclient can determine whether a keyboard, display controller or pointing device of interest can be
858 redirected as follows:

859 1) Start at the instance of CIM_Keyboard, CIM_DisplayController and/or CIM_PointingDevice
860 which represents the device(s) of interest.

861 2) Enumerate the instances of the CIM_RedirectionService which are associated to the

862 CIM_Keyboard, CIM_DisplayController and/or CIM_PointingDevice via an instance of the

863 CIM_ServiceAffectsElement association.

864 3) If the enumeration is zero, the KVM console cannot be redirected.

865 4) Otherwise, the keyboard, display controller or pointing device of interest is the Original

866 Destination for at least one KVM Redirection. Each session can be found by using the

867 CIM_RedirectionService, so found, as the Service.

868 5) Itis advisable to enumerate the instances of any other CIM_LogicalDevice with which the

869 CIM_RedirectionService is associated, because this service may affect more than one device.
870 To do that, enumerate the instances of CIM_LogicalDevice, such as CIM_Keyboard,

871 CIM_DisplayController and/or CIM_PointingDevice which are associated to the instance of
872 CIM_RedirectionService via an instance of the CIM_ServiceAffectsElement association (other
873 than the one found in step 2).

874 9.7 Find the KVM Redirection Services for a Computer System

875  Aclient can determine the KVM Redirection Service on a computer system of interest as follows:

876 1) Start at the instance of CIM_ComputerSystem which represents the computer system of
877 interest.

878 2) Enumerate the instances of the CIM_RedirectionService which are associated to the

879 CIM_ComputerSystem via an instance of the CIM_ServiceAffectsElement association and
880 which have a CIMRedirectionService.RedirectionServiceType set to 3 (KVM).

881 3) Each instance of CIM_RedirectionService, so found, is a KVM Redirection Service for the
882 computer system of interest.

883 9.8 Find the Original Destinations on a Computer System

884 A client can determine the sources of KVM Console Flows (or Original Destinations) on a computer
885  system of interest as follows:

886 1) Start at the instance of CIM_ComputerSystem which represents the computer system of
887 interest.
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2)
3)

4)

5)

Determine the KVM Redirection Services for the computer system using the use case in 9.7.

From each instance of CIM_RedirectionService so found, determine if there is an instance of
CIM_LogicalDevice which is associated to the instance of CIM_RedirectionService via an
instance of the CIM_ServiceAffectsElement association.

If an instance of CIM_LogicalDevice does not exist, there may be no further information to
determine the Original Destination of the KVM Redirection Service.

Each instance of CIM_LogicalDevice, so found, is a Original Destination for the computer
system of interest.

9.9 Find the KVM Redirection Sessions for a Service

A client can determine the KVM Redirection Sessions for a Service of interest as follows:

1)

2)

3)

Start at the instance of CIM_RedirectionService of interest. (The instance could be found using
the use case in 9.6).

Enumerate the instances of CIM_KVMRedirectionSAP which are associated via an instance of
CIM_ServiceAccessBySAP.

Each instance of CIM_KVMRedirectionSAP, so found, is a KVM Redirection Session for the
computer system of interest.

9.10 Find the Destinations for the Redirected KVM Console Flow for a Service

A client can determine the KVM Redirection destinations redirected from a Service of interest as follows:

1)

2)

3)

4)

5)

6)

Start at the instance of CIM_RedirectionService of interest. (The instance could be found using
the use case in 9.6.)

Determine the KVM Redirection Sessions using the use case in 9.9.

From each instance of CIM_KVMRedirectionSAP, determine if there is an instance of a
subclass of CIM_ProtocolEndpoint which is associated to the instance of
CIM_KVMRedirectionSAP via an instance of the CIM_BindsTo association.

If an instance of CIM_ProtocolEndpoint does not exist, there may be no further information to
determine the Destination of the KVM RedirectionSession.

Otherwise, for each instance of CIM_ProtocolEndpoint, so found, traverse the
CIM_PortimplementsEndpoint association to the instance of CIM_NetworkPort.

Each instance of CIM_NetworkPort, so found, is a destination of the redirected KVM Console
Flow for the Service.

9.11 Find a KVM Redirection

Finding a KVM Redirection involves finding the KVM Redirection Service and the KVM Redirection

Session.

A client can find a KVM Redirection as follows:

1)
2)
3)

Use the steps described in 9.7 to find the instance of CIM_RedirectionService of interest.
Use the steps described in 9.9 to find the instance of CIM_KVMRedirectionSAP of interest.

The instance of CIM_RedirectionService and instance of CIM_KVMRedirectionSAP, so found,
are components the KVM Redirection of interest.
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926 9.12 Determine the Type of KVM Redirection State Management Supported

927  Aclient can determine whether a KVM Redirection is managed via the state of Session only or via the
928  states of both the Service and Session as follows:

929 1) Start at the instance of CIM_RedirectionService which is a part of the KVM Redirection of
930 interest.

931 2) Determine if an instance if CIM_ElementCapabilities exists which associates the instance of
932 CIM_RedirectionService to an instance of CIM_RedirectionServiceCapabilities.

933 3) If the instance does not exist, the KVM Redirection Session is managed via the state of the
934 Session only.

935 4) Otherwise, on the instance of CIM_RedirectionServiceCapabilities so found, query the value of
936 the RequestedStateSupported property array.

937 5) If the RequestedStatesSupported property array contains no values, the KVM Redirection is
938 managed via the state of the Session only.

939 6) Otherwise, the KVM Redirection can be managed via the state of both Service and Session.

940 9.13 Activate a KVM Redirection — Session Only

941  When the KVM Redirection is managed via the state of the Session only, a client can start a KVM
942  Redirection as follows:

943 1) Start at the instance of the CIM_KVMRedirectionSAP which is a component of the KVM

944 Redirection of interest.

945 2) Invoke the RequestStateChange() method with the RequestedState parameter set to 2

946 (Enabled).

947 3) Verify that the CIM_KVMRedirectionSAP.EnabledState property is set to a value of 6 (Enabled
948 but Offline) or 2 (Enabled).

949 4) The KVM Redirection is now available, and may be active.

950 Figure 6 shows an initial state of the KVM Redirection as inactive, because the state of kvmredirectsvcl is
951 2 (Enabled), but the state of kvmredirectsapl is 3 (Disabled). The steps described above will change the
952  state of the kvmredirectsapl to 6 (Enabled but Offline), thereby activating the KVM Redirection specified
953 by kvmredirectsvcl and kvmredirectsapl. When the implementation detects that KVM Redirection Flow is
954  active, the diagram of the active KVM Redirection will look like Figure 3.

955
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kvmredirectsvcl: RedirectionService

HostedService

EnabledState: 2 (Enabled)

RequestedState: 2 (Enabled)
RedirectionServiceType: 3 (KVM)
MaxCurrentEnabledSAPs: 2
SharingMode: 2 (Exclusive)

ServiceAccessBySAP

keyboardl : Keyboard

mousel : PointingDevice

displayctrlrl : DisplayController

BindsTo

SAPAvailableToElement |

kvmredirectsapl : KVMRedirectionSAP

HostedAccessPoint

EnabledState:3 (Disabled)
RequestedState: 3 (Disabled)
KVMProtocol: 3 (RDP)

protoendptl : ProtocolEndpoint

PortimplementsEndpoint

networkportl : NetworkPort

SystemDevice

Figure 6 — An Initial State of a Session Managed via the Session State Only

9.14 Activate a Singular KVM Redirection

When the KVM Redirection is a Singular KVM Redirection, a client can atomically activate a KVM
Redirection and deactivate a previously activated KVM Redirection (see 8.2.2).

This above behavior is accomplished as follows:

1)

2)

3)

4)

Start at the instance of the CIM_KVMRedirectionSAP which is a component of the KVM
Redirection of interest.

Invoke the RequestStateChange() method with the RequestedState parameter set to 2
(Enabled).

Verify that the CIM_KVMRedirectionSAP.EnabledState property is set to a value of 6 (Enabled
but Offline) or 2 (Enabled).

The KVM Redirection is now available and may be active and any previously active session is
now inactive.

Figure 7 shows the object diagram of the initial state of a Singular KVM Redirection. Note that the
MaxCurrentEnabledSAPs property of kvmredirectsvcl is 1, by definition. The state of the Singular KVM
Redirection, specified by kvmredirectsvcl and kvmredirectsapl, is active, because the state of
kvmredirectsvcl is 2 (Enabled) and the state of kvmredirectsapl is 2 (Enabled).
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kvmredirectsvcl:RedirectionService

HostedService

EnabledState: 2 (Enabled)
RequestedState: 2 (Enabled)
RedirectionServiceType: 3 (KVM)
MaxCurrentEnabledSAPs: 1
SharingMode: 2 (Exclusive)

\
ServiceAccessBySAP
|

LServiceAccessBySAP

keyboardl : Keyboard

mousel : PointingDevice

displayctrlrl : DisplayController

1

kvmredirectsapl : KVMRedirectionSAP

kvmredirectsap2 : KVMRedirectionSAP

SAPAvailableToElement_

| HostedAccessPoint

EnabledState: 2 (Enabled)
RequestedState: 2 (Enabled)
KVMProtocol: 3 (RDP)
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RequestedState:3 (Disabled)
KVMProtocol: 3 (RDP)

]

BindsTo

protoendptl : ProtocolEndpoint

PortimplementsEndpoint

networkportl : NetworkPort

SystemDevice

]

BindsTo

protoendpt2 : ProtocolEndpoint

PortimplementsEndpoint

networkport2 : NetworkPort

SystemDevice
SAPAvailableToElement

Figure 7 — The Initial State of a Singular KVM Redirection

If the CIM_KVMRedirectionSAP described in step one above is kvmredirectsap2, then the steps
described above will change the state of the kvmredirectsapl to 3 (Disabled) and the state of the
kvmredirectsap2 to 6 (Enabled but Offline) or 2 (Enabled) because MaxCurrentEnabledSAPs is set to 1.
This will result in the KVM Redirection Session specified by kvmredirectsvcl and kvmredirectsap2 being
available or active, while the session specified by kvmredirectsvcl and kvmredirectsapl is inactive.

Figure 8 is an object diagram of the final state of the Singular KVM Redirection, when the call to the

RequestedStateChange() method completes successfully and the implementation detects that the KVM

Redirection Flow is active..
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SystemDevice

ServiceAffectsElement keyboard1 : Keyboard
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system1:ComputerSystem kvmredirectsvc1:RedirectionService
EnabledState: 2 (Enabled) mouse1 : PointingDevice
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RedirectionServiceType: 3 (KVM)
HostedService——MaxCurrentEnabledSAPs: 1 - —
SharingMode: 2 (Exclusive) displayctrir1 : DisplayController
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ServiceAccessBySAP ServiceAccessBySAP
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SAPAvailableToElement__| kvmredirectsap1 :'KVMRedlrectlonSAP kvmredirectsap2 : RedirectionSAP
EnabledState: 3 (Disabled) EnabledState: 2 (Enabled)
RequestedState: 3 (Disabled) RequestedState: 2 (Enabled)
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protoendpt1 : ProtocolEndpoint protoendpt2 : ProtocolEndpoint
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networkport1 : NetworkPort networkport2 : NetworkPort
SystemDevice ‘
SystemDevice
SAPAvailableToElement

Figure 8 — The Final State of a Singular KVM Redirection

9.15 Stop All KVM Redirection Associated with the Source — Session Only

In the following use case, it is assumed that the client knows the instance of CIM_RedirectionService
which specify the KVM Redirection Source of interest.

When the KVM Redirection is managed via the state of the Session only, a client can stop all KVM
Redirection as follows:

1)

2)

3)

4)

5)

6)

Start at the instance of the CIM_RedirectionService which represents the KVM Redirection
Service of interest.

Enumerate the instances of CIM_KVMRedirectionSAP which are associated to the instance of
CIM_RedirectionService via an instance of CIM_ServiceAccessBySAP.

For each instance of CIM_KVMRedirectionSAP so found, query the value of the EnabledState
property.

If the state of the CIM_KVMRedirectionSAP is not 3 (Disabled), invoke the
RequestStateChange() method with the RequestedState parameter set to 3 (Disabled).

Verify that the CIM_KVMRedirectionSAP.EnabledState property is set to a value of 3
(Disabled)).

Each KVM Redirection redirected from the Service is now inactive.
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9.16 Activate a KVM Redirection — Service and Session State Management

When the KVM Redirection is managed via the states of both the Service and Session, a client can start a
KVM Redirection as follows:

1) Start at the instance of CIM_RedirectionService of interest.

2) Invoke the CIM_RedirectionService.RequestStateChange() method with the RequestedState
parameter set to 2 (Enabled).

3) Verify that the CIM_RedirectionService.EnabledState property is set to a value of 2 (Enabled).

4) Invoke the CIM_KVMRedirectionSAP.RequestStateChange() method with the RequestedState
parameter set to 2 (Enabled).

5) Verify that the CIM_KVMRedirectionSAP.EnabledState property is set to a value of 6 (Enabled
but Offline) or 2 (Enabled).

6) The KVM Redirection is now available or, if KVM Redirection Flow has started, active.

Figure 9 shows an initial state of the KVM Redirection as inactive, because the state of kvmredirectsvcl is
3 (Disabled), and the state of kvmredirectsapl is 3 (Disabled) The steps described above will change the
state of kvmredirectsapl to 6 (Enabled but Offline) and the state of kvmredirectsvcl to 2 (Enabled),
thereby enabling the KVM Redirection specified by kvmredirectsvcl and kvmredirectsapl for use. When
the implementation detects that the KVM Redirection Flow has started, the diagram of the active KVM
Redirection will look like Figure 3.

SystemDevice

ServiceAffectsElement keyboard1 : Keyboard

ﬁServiceAﬁectsElementﬁ | =P
system1:ComputerSystem kvmredirectsvcl: RedirectionService
EnabledState: 3 (Disabled) mousel : PointingDevice
RequestedState: 3 (Disabled) N
RedirectionServiceType: 3 (KVM)
MaxCurrentEnabledSAPs: 2

SharingMode: 2 (Exclusive) displayctrirl : DisplayController

ServiceAccessBySAP )
| [ BindsTo ‘
kvmredirectsapl : KVMRedirectionSAP protoendptl : ProtocolEndpoint
EnabledState: 3 (Disabled)
RequestedState: 3 (Disabled)
HostedAccessPoint KVMProtocol: 3 (RDP)

HostedService

SAPAvailableToElement |

PortimplementsEndpoint

networkportl : NetworkPort

SystemDevice

Figure 9 — An Initial State of a Session Managed via the Service and Session State

9.17 Stop All KVM Redirection — Service and Session State Management

When the KVM Redirection is managed via the states of both the Service and Session, a client can stop
all KVM Redirections associated with the Service as follows:

1) Start at the instance of the CIM_RedirectionService which represents the KVM Redirection
Service of interest.

2) Change the state of the CIM_RedirectionService by invoking the RequestStateChange()
method with the RequestedState parameter set to 3 (Disabled).

3) Al KVM Redirections with the CIM_RedirectionService as the Service is now inactive.
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9.18 Find the Number of Active KVM Redirection Access Points

A client can find the number of active KVM Redirections for a Service of interest as follows:

1)
2)
3)
4)

5)
6)

Start at the instance of CIM_RedirectionService of interest.
Query the value of the EnabledState property.
If the EnabledState property is 3 (Disabled), then the number of active KVM Redirection is zero.

If the EnabledState property is 2 (Enabled), then find all instances of CIM_KVMRedirectionSAP
associated via an instance of CIM_ServiceAccessBySAP.

For each CIM_KVMRedirectionSAP query the value of the EnabledState property.
Count all the CIM_KVMRedirectionSAP.EnabledState properties whose value is 2 (Enabled).

9.19 Determine Whether CIM_RedirectionService.ElementName Can Be Modified

A client can determine whether the ElementName can be modified as follows:

1)
2)

3)
4)

Start at the instance of CIM_RedirectionService.

Get the CIM_RedirectionServiceCapabilities instance associated by traversing the
CIM_ElementCapabilities association.

Query the value of the ElementNameEditSupported property of the instance.

If the value is TRUE, the CIM_RedirectionService.ElementName property can be modified by a
client.

If there is not an instance of CIM_RedirectionServiceCapabilities associated with the
CIM_RedirectionService instance, modifying the CIM_RedirectionService.ElementName property is not
supported.

10 CIM Elements

This clause lists the required properties and method for each class required for this profile. Additional
requirements on these elements may have been imposed in clauses 7 (“Implementation Requirements”)
and 8 (“Methods”).

Table 16 lists the CIM Elements which are required for this profile. The subsequent subclauses contain
those CIM Elements where additional normative statements can be made.

Table 16 — CIM Elements: KVM Redirection Profile

Element Name Requirement | Description

CIM_RegisteredProfile Mandatory See 10.1.

CIM_BindsTo Optional See 10.2.

CIM_ElementCapabilities Conditional Referencing CIM_RedirectionService. See
10.3.

CIM_ElementCapabilities Conditional Referencing CIM_KVMRedirectionSAP. See
10.4.

CIM_RedirectionServiceCapabilities Optional Associated to CIM_RedirectionService. See
10.5.

CIM_EnabledLogicalElementCapabilities Optional Associated to CIM_KVMRedirectionSAP.
See 10.6.
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Element Name Requirement | Description
CIM_HostedAccessPoint Mandatory See 10.7.
CIM_HostedService Mandatory See 10.8.
CIM_SAPAvailableForElement Mandatory See 10.9.
CIM_ServiceAccessBySAP Mandatory See 10.10.
CIM_ServiceAffectsElement Mandatory Referencing CIM_ComputerSystem. See
10.11.
CIM_ServiceAffectsElement Optional Referencing CIM_LogicalDevice. See 10.12.
CIM_RedirectionService Mandatory See 10.13.
CIM_KVMRedirectionSAP Mandatory See 10.14.

10.1 CIM_RegisteredPro

file

CIM_RegisteredProfile identifies the KVM Redirection Profile in order for a client to determine whether an
instance of CIM_ComputerSystem is conformant with this profile. The CIM_RegisteredProfile class is

defined by the Profile Registration Profile. With the exception of the mandatory values specified for the

properties in Table 17, the behavior of the RegisteredProfile instance is per the Profile Registration

Profile.
Table 17 — Class: CIM_RegisteredProfile
Properties Requirement Notes
RegisteredName Mandatory This property shall have a value of "KVM Redirection".
RegisteredVersion Mandatory This property shall have a value of "1.0.1".
RegisteredOrganization | Mandatory This property shall have a value of 2 (DMTF).

10.2 CIM_BindsTo

The CIM_BindsTo association is used to relate the CIM_KVMRedirectionSAP to the
CIM_ProtocolEndpoint which is the destination of the redirected KVM console.

Table 18 contains the requirements for elements of this class.

Table 18 — Class: CIM_BindsTo

Properties

Requirement Notes

Antecedent

Mandatory

This shall be a reference to an instance of the
CIM_ProtocolEndpoint class. See 7.4.1.

Cardinality is "0..1".

Dependent

Mandatory

This shall be a reference to an instance of the
CIM_KVMRedirectionSAP. See 7.4.1.

Cardinality is "1..*".
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10.3 CIM_ElementCapabilities Relating CIM_RedirectionService to
CIM_RedirectionServiceCapabilities

The CIM_ElementCapabilities association is used to relate an instance of
CIM_RedirectionServiceCapabilities with the instance of CIM_RedirectionService.

Table 19 contains the requirements for elements of this class.

Table 19 — Class: CIM_ElementCapabilities Referencing CIM_RedirectionService

Properties Requirement Description

ManagedElement Mandatory This shall be a reference to an instance of
CIM_RedirectionService. See 7.6.1.1 and 7.6.2.1.

Cardinality is "1..*".

Capabilities Mandatory This shall be a reference to an instance of
CIM_RedirectionServiceCapabilities. See 7.6.1.1 and
7.6.2.1.

Cardinality is "0..1".

10.4 CIM_ElementCapabilities Relating CIM_KVMRedirectionSAP to
CIM_EnabledLogicalElementCapabilities

The CIM_ElementCapabilities association is used to relate an instance of
CIM_EnabledLogicalElementCapabilities with the instance of CIM_KVMRedirectionSAP.

Table 20 contains the requirements for elements of this class.

Table 20 — Class: CIM_ElementCapabilities Referencing CIM_KVMRedirecitonSAP

Properties Requirement Description

ManagedElement Mandatory This shall be a reference to an instance of
CIM_KVMRedirectionSAP. See 7.7.1.1 and 7.7.2.1.

Cardinality is "1..*".

Capabilities Mandatory This shall be a reference to an instance of
CIM_EnabledLogicalElementCapabilities. See 7.7.1.1 and
7.7.2.1.

Cardinality is "0..1".

10.5 CIM_RedirectionServiceCapabilities Associated to CIM_RedirectionService
CIM_RedirectionServiceCapabilities indicates support for managing the KVM Redirection Service.

Table 21 contains the requirements for elements of this class.

Table 21 — Class: CIM_RedirectionServiceCapabilities Associated to CIM_RedirectionService

Elements Requirement | Notes

InstancelD Mandatory Key
RequestedStatesSupported Mandatory See 7.6.1.1 and 7.6.2.1.
ElementNameEditSupported Mandatory See 7.3.6.1 and 7.3.6.2.
MaxElementNameLen Conditional See 7.3.6.1 and 7.3.6.2.
SharingModeSupported Mandatory See 7.3.3.
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10.6 CIM_EnabledLogicalElementCapabilities Associated to
CIM_KVMRedirectionSAP

CIM_EnabledLogicalElementCapabilities indicates support for managing the KVM Redirection Session.

Table 22 contains the requirements for elements of this class.

Table 22 — Class: CIM_EnabledLogicalElementCapabilities Associated to
CIM_KVMRedirectionSAP

Elements Requirement | Notes

InstancelD Mandatory Key
RequestedStatesSupported Mandatory See 7.7.1.1and 7.7.2.1.
ElementNameEditSupported Mandatory See 7.4.4.1and 7.4.4.2.
MaxElementNameLen Conditional See 7.44.1and 7.4.4.2.

10.7 CIM_HostedAccessPoint

The CIM_HostedAccessPoint association is used to relate the CIM_KVMRedirectionSAP to the
CIM_ComputerSystem to which the KVM console is redirected.

Table 23 contains the requirements for elements of this class.

Table 23 — Class: CIM_HostedAccessPoint

Properties Requirement Notes

Antecedent Mandatory This shall be a reference to an instance of the
CIM_ComputerSystem class. See 7.4.

Cardinality is "1".

Dependent Mandatory This shall be a reference to an instance of the
CIM_KVMRedirectionSAP. See 7.4.

Cardinality is "*".

10.8 CIM_HostedService

The CIM_HostedService association is used to relate the CIM_RedirectionService to the
CIM_ComputerSystem on which it is hosted.

Table 24 contains the requirements for elements of this class.

Table 24 — Class: CIM_HostedService

Properties Requirement Notes

Antecedent Mandatory This shall be a reference to an instance of the
CIM_ComputerSystem class. See 7.2.

Cardinality is "1".

Dependent Mandatory This shall be a reference to an instance of the
CIM_RedirectionService. See 7.2.

Cardinality is "*".
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10.9 CIM_SAPAvailableForElement

The CIM_SAPAvailableForElement association is used to relate the instance of CIM_ComputerSystem to
the instances of CIM_KVMRedirectionSAP which are available as access points for the redirected KVM
console.

Table 25 contains the requirements for elements of this class.

Table 25 — Class: CIM_SAPAvailableForElement

Properties Requirement Notes

AvailableSAP Mandatory This shall be a reference to an instance of the
CIM_KVMRedirectionSAP class. See 7.4.

Cardinality is "*".

ManagedElement Mandatory This shall be a reference to an instance of the
CIM_ComputerSystem. See 7.4.

Cardinality is "1".

10.10 CIM_ServiceAccessBySAP

The CIM_ServiceAccessBySAP association is used to relate the instance of CIM_RedirectionService to
the instances of CIM_KVMRedirectionSAP which are enabled by the service.

Table 26 contains the requirements for elements of this class.

Table 26 — Class: CIM_ServiceAccessBySAP

Properties Requirement Notes

Antecedent Mandatory This shall be a reference to an instance of the
CIM_RedirectionService class. See 7.17.1.

Cardinality is "1".

Dependent Mandatory This shall be a reference to an instance of the
CIM_KVMRedirectionSAP. See 7.17.1.

Cardinality is "1..*".

10.11 CIM_ServiceAffectsElement Relating CIM_RedirectionService to
CIM_ComputerSystem

The CIM_ServiceAffectsElement association is used to relate the instance of CIM_RedirectionService to
the instance of CIM_ComputerSystem which represent the source of the KVM console flow.

Table 27 contains the requirements for elements of this class.

Table 27 — Class: CIM_ServiceAffectsElement Referencing CIM_ComputerSystem

Properties Requirement Notes

AffectingElement Mandatory This shall be a reference to an instance of the
CIM_RedirectionService class. See 7.1.

Cardinality is "*".

AffectedElement Mandatory This shall be a reference to an instance of the
CIM_ComputerSystem. See 7.1.

Cardinality is "1".
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10.12 CIM_ServiceAffectsElement Relating CIM_RedirectionService to a Concrete
Subclass of CIM_LogicalDevice

The CIM_ServiceAffectsElement association is used to relate the instance of CIM_RedirectionService to
the instance of a concrete class of CIM_LogicalDevice which represent the source of the KVM console
flow.

Table 28 contains the requirements for elements of this class.

Table 28 — Class: CIM_ServiceAffectsElement Referencing CIM_LogicalDevice

Properties Requirement Notes

AffectingElement Mandatory This shall be a reference to an instance of the
CIM_RedirectionService class. See 7.3.2.

Cardinality is "1".

AffectedElement Mandatory This shall be a reference to an instance of
CIM_LogicalDevice. See 7.3.2.

Cardinality is "0..1".

10.13 CIM_RedirectionService

The CIM_RedirectionService class represents the ability to manage the KVM Redirection capabilities of a
computer system.

Table 29 contains the requirements for elements of this class.
Table 29 — Class: CIM_RedirectionService

Properties Requirement Description
SystemCreationClassName Mandatory Key
SystemName Mandatory Key
CreationClassName Mandatory Key
Name Mandatory Key
ElementName Mandatory See 7.3.6.
MaxCurrentEnabledSAPs Mandatory See 7.3.5.
EnabledState Mandatory See 7.6.
RequestedState Mandatory See 7.6.
RedirectionServiceType Mandatory See 7.2.
SharingMode Mandatory See 7.3.3.
RequestStateChange( ) Mandatory See 8.1.
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10.14 CIM_KVMRedirectionSAP

DSP1076

The CIM_KVMRedirectionSAP class represents a KVM Redirection capability which is possible on a

computer system.

Table 30 contains the requirements for elements of this class.

Table 30 — Class: CIM_KVMRedirectionSAP

Properties Requirement | Description
SystemCreationClassName Mandatory Key
SystemName Mandatory Key

Name Mandatory Key
CreationClassName Mandatory Key
ElementName Mandatory See 7.4.4.
EnabledState Mandatory See 7.7.1.3.
RequestedState Mandatory See 7.7.1.2.
KVMProtocol Mandatory See 7.4.2.
OtherKVMProtocol Conditional See 7.4.2.
RequestStateChange( ) Mandatory See 8.2.

44

DMTF Standard

Version 1.0.1



1135
1136

1137
1138

1139
1140

DSP1076 KVM Redirection Profile
ANNEX A
(informative)
Change Log
Version Date Description
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