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Foreword

The Common Information Model (CIM) Infrastructure (DSP0004) was prepared by the DMTF Architecture
Working Group.

DMTF is a not-for-profit association of industry members dedicated to promoting enterprise and systems
management and interoperability.

Throughout this document, elements of formal syntax are described in the notation defined in RFEC 4234,
with these deviations:

e Each token may be separated by an arbitrary number of white space characters unless
otherwise stated (at least one tab, carriage return, line feed, form feed, or space).

e The vertical bar ("|") character is used to express alternation rather than the virgule (" /")
specified in REC 4234.

The DMTF acknowledges the following people.
Editor:

. Lawrence Lamers — VMware

Contributors:

o Jeff Piazza — HP

e  Andreas Maier — IBM

e  George Ericson — EMC

e Jim Davis — WBEM Solutions

e  Karl Schopmeyer — Inova Development
e  Steve Hand — Symantec
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Introduction

The Common Information Model (CIM) can be used in many ways. Ideally, information for performing
tasks is organized so that disparate groups of people can use it. This can be accomplished through an
information model that represents the details required by people working within a particular domain. An
information model requires a set of legal statement types or syntax to capture the representation and a
collection of expressions to manage common aspects of the domain (in this case, complex computer
systems). Because of the focus on common aspects, the Distributed Management Task Force (DMTF)
refers to this information model as CIM, the Common Information Model. For information on the current
core and common schemas developed using this meta model, contact the DMTF.

CIM Management Schema

Management schemas are the building-blocks for management platforms and management applications,
such as device configuration, performance management, and change management. CIM structures the
managed environment as a collection of interrelated systems, each composed of discrete elements.

CIM supplies a set of classes with properties and associations that provide a well-understood conceptual
framework to organize the information about the managed environment. We assume a thorough
knowledge of CIM by any programmer writing code to operate against the object schema or by any
schema designer intending to put new information into the managed environment.

CIM is structured into these distinct layers: core model, common model, extension schemas.

Core Model

The core model is an information model that applies to all areas of management. The core model is a
small set of classes, associations, and properties for analyzing and describing managed systems. Itis a
starting point for analyzing how to extend the common schema. While classes can be added to the core
model over time, major reinterpretations of the core model classes are not anticipated.

Common Model

The common model is a basic set of classes that define various technology-independent areas, such as
systems, applications, networks, and devices. The classes, properties, associations, and methods in the
common model are detailed enough to use as a basis for program design and, in some cases,
implementation. Extensions are added below the common model in platform-specific additions that supply
concrete classes and implementations of the common model classes. As the common model is extended,
it offers a broader range of information.

The common model is an information model common to particular management areas but independent of
a particular technology or implementation. The common areas are systems, applications, networks, and
devices. The information model is specific enough to provide a basis for developing management
applications. This schema provides a set of base classes for extension into the area of technology-
specific schemas. The core and common models together are referred to in this document as the CIM
schema.

Extension Schema

The extension schemas are technology-specific extensions to the common model. Operating systems
(such as Microsoft Windows® or UNIX®) are examples of extension schemas. The common model is
expected to evolve as objects are promoted and properties are defined in the extension schemas.

6 DMTF Standard Version 2.5.0
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CIM Implementations

Common Information Model (CIM) Infrastructure

Because CIM is not bound to a particular implementation, it can be used to exchange management
information in a variety of ways; four of these ways are illustrated in Figure 1. These ways of exchanging
information can be used in combination within a management application.

CIM Meta Model

Content of CIM

Realization of CIM

./.\./1\‘ Has InstanceSW Realization @

/
/
/
s

Core Schema - e

/ -
/ \ ~

N -

~ e

~~ /Common Schema . - J/

e / Extension Schemas "~ -

~ ~ /

Objects (instances of classes)

Repository -
Store meta model
information for
program access.

Application DBMS -
Transform conceptual
definition into a physical
schema for particular

Application Objects -
Define a set of data-
oriented application objects
to instantiate and extend

Exchange Parameter -
Use content of CIM to
structure instances passed
between applications.

database technology (for
example, relational).

the targeted technology.

Figure 1 — Four Ways to Use CIM

The constructs defined in the model are stored in a database repository. These constructs are not
instances of the object, relationship, and so on. Rather, they are definitions to establish objects and
relationships. The meta model used by CIM is stored in a repository that becomes a representation of the
meta model. The constructs of the meta-model are mapped into the physical schema of the targeted
repository. Then the repository is populated with the classes and properties expressed in the core model,
common model, and extension schemas.

For an application database management system (DBMS), the CIM is mapped into the physical schema
of a targeted DBMS (for example, relational). The information stored in the database consists of actual
instances of the constructs. Applications can exchange information when they have access to a common
DBMS and the mapping is predictable.

For application objects, the CIM is used to create a set of application objects in a particular language.
Applications can exchange information when they can bind to the application objects.

For exchange parameters, the CIM — expressed in some agreed syntax — is a neutral form to exchange
management information through a standard set of object APIs. The exchange occurs through a direct set
of API calls or through exchange-oriented APIs that can create the appropriate object in the local
implementation technology.

Version 2.5.0 DMTF Standard 7
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CIM Implementation Conformance

The ability to exchange information between management applications is fundamental to CIM. The
current exchange mechanism is the Managed Object Format (MOF). As of now,1 no programming
interfaces or protocols are defined by (and thus cannot be considered as) an exchange mechanism.
Therefore, a CIM-capable system must be able to import and export properly formed MOF constructs.
How the import and export operations are performed is an implementation detail for the CIM-capable
system.

Objects instantiated in the MOF must, at a minimum, include all key properties and all required properties.
Required properties have the Required qualifier present and are set to TRUE.

Trademarks
e  Microsoft is a registered trademark of Microsoft Corporation.

e UNIX s registered trademark of The Open Group.

! The standard CIM application programming interface and/or communication protocol will be defined in a future

version of the CIM Infrastructure specification.

8 DMTF Standard Version 2.5.0
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Common Information Model (CIM) Infrastructure

1 Scope

The DMTF Common Information Model (CIM) Infrastructure is an approach to the management of
systems and networks that applies the basic structuring and conceptualization techniques of the object-
oriented paradigm. The approach uses a uniform modeling formalism that together with the basic
repertoire of object-oriented constructs supports the cooperative development of an object-oriented
schema across multiple organizations.

This document describes an object-oriented meta model based on the Unified Modeling Language (UML).
This model includes expressions for common elements that must be clearly presented to management
applications (for example, object classes, properties, methods and associations).

This document does not describe specific CIM implementations, application programming interfaces
(APIs), or communication protocols.

2 Normative References

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

Copies of the following documents may be obtained from ANSI:
a) approved ANSI standards;
b) approved and draft international and regional standards (e.g., ISO, IEC); and

c) approved and draft foreign standards (e.g., JIS and DIN).

For further information, contact ANSI Customer Service Department at 212-642-4900 (phone), 212-302-
1286 (fax) or via the World Wide Web at http://www.ansi.org.

Additional availability contact information is provided below as needed.

Table 1 shows standards bodies and their web sites.

Table 1 — Standards Bodies

Abbreviation Standards Body Web Site

ANSI American National Standards Institute http://www.ansi.org
DMTF Distributed Management Task Force http://www.dmtf.org
EIA Electronic Industries Alliance http://www.eia.org
IEC International Engineering Consortium http://www.iec.ch
IEEE Institute of Electrical and Electronics Engineers http://www.ieee.org
INCITS International Committee for Information Technology Standards http://www.incits.org
ISO International Standards Organization http://www.iso.ch
ITU International Telecommunications Union http://www.itu.int

Version 2.5.0 DMTF Standard 9
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2.1 Approved References

ANSI/IEEE Standard 754-1985, IEEE® Standard for Binary Floating-Point Arithmetic, Institute of
Electrical and Electronics Engineers, August 1985.

CCITT X.680 (07/02) Information technology — Abstract Syntax Notation One (ASN.1): Specification of
basic notation

DMTF DSP0200, CIM Operations over HTTP, Version 1.3

DMTF DSP4004, DMTF Release Process, Version 2.1

DMTF DSP0201, Specification for the Representation of CIM in XML, Version 2.3

EIA-310 Cabinets, Racks, Panels, and Associated Equipment

ISO 639-1:2002 Codes for the representation of names of languages — Part 1: Alpha-2 code
ISO 639-2:1998 Codes for the representation of names of languages — Part 2: Alpha-3 code

ISO 639-3:2007 Codes for the representation of names of languages — Part 3: Alpha-3 code for
comprehensive coverage of languages

ISO 1000:1992 Sl units and recommendations for the use of their multiples and of certain other units

ISO 3166-1:2006 Codes for the representation of names of countries and their subdivisions — Part 1:
Country codes

ISO 3166-2:2007 Codes for the representation of names of countries and their subdivisions — Part 2:
Country subdivision code

ISO 3166-3:1999 Codes for the representation of names of countries and their subdivisions — Part 3:
Code for formerly used names of countries

ISO 8601:2004 (E), Data elements and interchange formats — Information interchange — Representation
of dates and times

ISO/IEC 9075-10:2003 Information technology — Database languages — SQL — Part 10: Object Language
Bindings (SQL/OLB)

ISO/IEC 10165-4:1992 Information technology — Open Systems Interconnection — Structure of
management information — Part 4: Guidelines for the definition of managed objects (GDMO)

ISO/IEC 10646:2003 Information technology — Universal Multiple-Octet Coded Character Set (UCS)

ISO/IEC 14750:1999 Information technology — Open Distributed Processing — Interface Definition
Language

ITU X.501: Information Technology — Open Systems Interconnection — The Directory: Models

OMG, Object Constraint Language Version 2.0

OMG, UML Superstructure Specification, Version 2.1.1

OMG, UML Infrastructure Specification, Version 2.1.1

OMG, UML OCL Specification, Version 2.0
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2.2 Other References

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards

IETF, REC 2068, Hypertext Transfer Protocol — HTTP/1.1
IETF, REC 1155, Structure and Identification of Management Information for TCP/IP-based Internets

IETF, REC 2253, Lightweight Directory Access Protocol (v3): UTF-8 String Representation of
Distinguished Names

IETF, REC 2279, UTF-8, a transformation format of ISO 10646
IETF, REC 4234, Augmented BNF for Syntax Specifications: ABNF, 2005

3 Terms and Definitions
For the purposes of this document, the following terms and definitions apply.

The keywords can, cannot, shall, shall not, should, should not, may, and may not in this document are to
be interpreted as described in ISO/IEC Directives, Part 2, Rules for the structure and drafting of
International Standards.

3.1 Keywords

3.1.1
conditional

indicates requirements to be followed strictly in order to conform to the document when the specified
conditions are met

3.1.2
mandatory

indicates requirements to be followed strictly in order to conform to the document and from which no
deviation is permitted

3.1.3
optional
indicates a course of action permissible within the limits of the document

3.14
unspecified
indicates that this profile does not define any constraints for the referenced CIM element or operation

3.2 Terms

3.2.1

aggregation

A strong form of an association. For example, the containment relationship between a system and its
components can be called an aggregation. An aggregation is expressed as a gualifier on the association
class. Aggregation often implies, but does not require, the aggregated objects to have mutual
dependencies.
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3.2.2
association

A class that expresses the relationship between two other classes. The relationship is established by two
or more references in the association class pointing to the related classes.

3.2.3
cardinality

A relationship between two classes that allows more than one object to be related to a single object. For
example, Microsoft Office* is made up of the software elements Word, Excel, Access, and PowerPoint.

3.24
Common Information Model
CIM

Common Information Model is the schema of the overall managed environment. It is divided into a core
model, common model, and extended schemas.

3.25
CIM schema

The schema representing the core and common models. The DMTF releases versions of this schema
over time as the schema evolves.

3.2.6
class

A collection of instances that all support a common type; that is, a set of properties and methods. The
common properties and methods are defined as features of the class. For example, the class called
Modem represents all the modems present in a system.

3.2.7
common model

A collection of models specific to a particular area and derived from the core model. Included are the
system model, the application model, the network model, and the device model.

3.2.8
core model

A subset of CIM that is not specific to any platform. The core model is set of classes and associations that
establish a conceptual framework for the schema of the rest of the managed environment. Systems,
applications, networks, and related information are modeled as extensions to the core model.

3.2.9
domain
A virtual room for object names that establishes the range in which the names of objects are unique.

3.2.10

explicit qualifier

A qualifier defined separately from the definition of a class, property, or other schema element (see
implicit qualifier). Explicit qualifier names shall be unique across the entire schema. Implicit qualifier
names shall be unique within the defining schema element; that is, a given schema element shall not
have two qualifiers with the same name.

3.2.11
extended schema
A platform-specific schema derived from the common model. An example is the Win32 schema.
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3.2.12
feature
A property or method belonging to a class.

3.2.13

flavor

Part of a gualifier specification indicating overriding and inheritance rules. For example, the qualifier KEY
has Flavor(DisableOverride ToSubclass), meaning that every subclass must inherit it and cannot override
it.

3.2.14

implicit qualifier

A qualifier that is a part of the definition of a class, property, or other schema element (see explicit
qualifier).

3.2.15
indication
A type of class usually created as a result of a trigger.

3.2.16
inheritance

A relationship between two classes in which all members of the subclass are required to be members of
the superclass. Any member of the subclass must also support any method or property supported by the
superclass. For example, Modem is a subclass of Device.

3.2.17
instance
A unit of data. An instance is a set of property values that can be uniquely identified by a key.

3.2.18

key

One or more qualified class properties that can be used to construct a name.

One or more qualified object properties that uniquely identify instances of this object in a namespace.

3.2.19
managed object

The actual item in the system environment that is accessed by the provider — for example, a network
interface card.

3.2.20

meta model

A set of classes, associations, and properties that expresses the types of things that can be defined in a
Schema. For example, the meta model includes a class called property that defines the properties known
to the system, a class called method that defines the methods known to the system, and a class called
class that defines the classes known to the system.

3.2.21
meta schema
The schema of the meta model.

3.2.22
method

A declaration of a signature, which includes the method name, return type, and parameters. For a
concrete class, it may imply an implementation.
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3.2.23

model

A set of classes, associations, and properties that allows the expression of information about a specific
domain. For example, a network may consist of network devices and logical networks. The network
devices may have attachment associations to each other, and they may have member associations to
logical networks.

3.2.24
model path
A reference to an object within a namespace.

3.2.25
namespace
An object that defines a scope within which object keys must be unique.

3.2.26
namespace path
A reference to a namespace within an implementation that can host CIM objects.

3.2.27
name
The combination of a namespace path and a model path that identifies a unique object.

3.2.28

polymorphism

A subclass may redefine the implementation of a method or property inherited from its superclass. The
property or method is therefore redefined, even if the superclass is used to access the object. For
example, Device may define availability as a string, and may return the values "powersave," "on," or "off."
The Modem subclass of Device may redefine (override) availability by returning "on" or "off," but not
"powersave". If all Devices are enumerated, any Device that happens to be a modem does not return the
value "powersave" for the availability property.

3.2.29

property
A value used to characterize an instance of a class. For example, a Device may have a property called
status.

3.2.30
provider
An executable that can return or set information about a given managed object.

3.231

gualifier

A value used to characterize a method, property, or class in the meta schema. For example, if a property
has the Key qualifier with the value TRUE, the property is a key for the class.

3.2.32
reference
Special property types that are references or pointers to other instances.

3.2.33
schema

A management schema is provided to establish a common conceptual framework at the level of a
fundamental topology both for classification and association and for a basic set of classes to establish a
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common framework to describe the managed environment. A schema is a namespace and unit of
ownership for a set of classes. Schemas may take forms such as a text file, information in a repository, or
diagrams in a CASE tool.

3.2.34
scope
Part of a gualifier specification indicating the meta constructs with which the qualifier can be used. For

example, the Abstract qualifier has Scope(Class Association Indication), meaning that it can be used only
with classes, associations, and indications.

3.2.35
scoping object
An object that represents a real-world managed element, which in turn propagates keys to other objects.

3.2.36
signature
The return type and parameters supported by a method.

3.2.37
subclass
See inheritance.

3.2.38
superclass
See inheritance.

3.2.39

top-level object
(TLO)
A class or object that has no scoping object.

3.2.40
trigger

The occurrence of some action such as the creation, modification, or deletion of an object, access to an
object, or modification or access to a property. Triggers may also be fired when a specified period of time
passes. A trigger typically results in an indication.

4 Symbols and Abbreviated Terms
The following symbols and abbreviations are used in this document.

4.1
API
application programming interface

4.2
CIM
Common Information Model

4.3
DBMS
Database Management System
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4.4
DMI
Desktop Management Interface

4.5
GDMO
Guidelines for the Definition of Managed Objects

4.6
HTTP
Hypertext Transfer Protocol

4.7
MIB
Management Information Base

4.8
MIF
Management Information Format

4.9
MOF
Managed Object Format

4.10
OID
object identifier

411
SMI
Structure of Management Information

4.12
SNMP
Simple Network Management Protocol

4.13
TLO
top-level object

4.14
UML
Unified Modeling Language

5 Meta Schema

DSP0004

The Meta Schema is a formal definition of the model that defines the terms to express the model and its

usage and semantics (see ANNEX B).

The Unified Modeling Language (UML) defines the structure of the meta schema. In the discussion that
follows, italicized words refer to objects in Figure 2. We assume familiarity with UML notation (see
www.rational.com/uml) and with basic object-oriented concepts in the form of classes, properties,

methods, operations, inheritance, associations, objects, cardinality, and polymorphism.
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533 5.1 Definition of the Meta Schema

534  The elements of the model are schemas, classes, properties, and methods. The model also supports
535 indications and associations as types of classes and references as types of properties. The elements of
536  the model are described in the following list:

537 e Schema

538 A group of classes with a single owner. Schemas are used for administration and class haming.
539 Class names must be unique within their schemas.

540 e Class

541 A collection of instances that support the same type (that is, the same properties and methods).
542 Classes can be arranged in a generalization hierarchy that represents subtype relationships
543 between classes. The generalization hierarchy is a rooted, directed graph and does not support
544 multiple inheritance. Classes can have methods, which represent their behavior. A class can
545 participate in associations as the target of a reference owned by the association. Classes also
546 have instances (not represented in Figure 2).

547 . Instance

548 Each instance provides values for the properties associated with its defining Class. An instance
549 does not carry values for any other properties or methods not defined in (or inherited by) its
550 defining class. An instance cannot redefine the properties or methods defined in (or inherited
551 by) its defining class.

552 Instances are not named elements and cannot have qualifiers associated with them. However,
553 qualifiers may be associated with the instance’s class, as well as with the properties and

554 methods defined in or inherited by that class. Instances cannot attach new qualifiers to

555 properties, methods, or parameters because the association between qualifier and named

556 element is not restricted to the context of a particular instance.

557 e  Property

558 Assigns values to characterize instances of a class. A property can be thought of as a pair of
559 Get and Set functions that return state and set state, respectively, when they are applied to an
560 object.2

561 e  Method

562 A declaration of a signature (that is, the method name, return type, and parameters). For a

563 concrete class, it may imply an implementation.

564 Properties and methods have reflexive associations that represent property and method

565 overriding. A method can override an inherited method so that any access to the inherited

566 method invokes the implementation of the overriding method. Properties are overridden in the
567 same way.

568 e  Trigger

569 Recognition of a state change (such as create, delete, update, or access) of a class instance,
570 and update of or access to a property.

2 Note the equivocation between "object" as instance and "object" as class. This is common usage in object-oriented
literature and reflects the fact that, in many cases, operations and concepts may apply to or involve both classes
and instances.
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Indication

An object created as a result of a trigger. Because indications are subtypes of a class, they can
have properties and methods and they can be arranged in a type hierarchy.

Association

A class that contains two or more references. An association represents a relationship between
two or more objects. A relationship can be established between classes without affecting any
related classes. That is, an added association does not affect the interface of the related
classes. Associations have no other significance. Only associations can have references. An
association cannot be a subclass of a non-association class. Any subclass of an association is
an association.

Reference

Defines the role each object plays in an association. The reference represents the role name of
a class in the context of an association. A given object can have multiple relationship instances.
For example, a system can be related to many system components.

Qualifier

Characterizes named elements. For example, qualifiers can define the characteristics of a
property or the key of a class. Specifically, qualifiers can characterize classes (including
associations and indications), properties (including references), methods, and method
parameters. Qualifiers do not characterize qualifier types and do not characterize other
qualifiers. Qualifiers make the meta schema extensible in a limited and controlled fashion. New
types of qualifiers can be added by introducing a new qualifier name, thereby providing new
types of meta data to processes that manage and manipulate classes, properties, and other
elements of the meta schema.

Figure 2 provides an overview of the structure of the meta schema. The complete meta schema is
defined by the MOF in ANNEX B. The rules defining the meta schema are as follows:

1)
2)

3)
4)

5)

Every meta construct is expressed as a descendent of a named element.

A named element has zero or more characteristics. A characteristic is a qualifier for a named
element.

A named element can trigger zero or more indications.

A schema is a named element and can contain zero or more classes. A class must belong to
only one schema.

A qualifier type (not shown in Figure 2) is a named element and must supply a type for a
qualifier (that is, a qualifier must have a qualifier type). A qualifier type can be used to type zero
or more qualifiers.

18
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Named Element et Element Schema

ElementTrigger
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4 Domain Domain
0.r L2y Class |1 | 0.r
Qualifier 1 0-1 | Subtype Trigger
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Value: Variant Range
0.*
Reference Association Indication
1

605 | 2.* Q
606 Figure 2 — Meta Schema Structure
607 6) A gqualifier is a named element and has a hame, a type (intrinsic data type), a value of this type,
608 a scope, a flavor, and a default value. The type of the qualifier value must agree with the type of
609 the qualifier type.
610 7) A property is a named element with exactly one domain: the class that owns the property. The
611 property can apply to instances of the domain (including instances of subclasses of the domain)
612 and not to any other instances.
613 8) A property can override another property from a different class. The domain of the overridden
614 property must be a supertype of the domain of the overriding property. For non-reference
615 properties, the type of the overriding property shall be the same as the type of the overridden
616 property. For References, the range of the overriding Reference shall be the same as, or a
617 subclass of, the range of the overridden Reference.
618 9) The class referenced by the range association (Figure 5) of an overriding reference must be the
619 same as, or a subtype of, the class referenced by the range associations of the overridden
620 reference.
621 10) The domain of a reference must be an association.
622 11) Aclass is a type of named element. A class can have instances (not shown on the diagram)
623 and is the domain for zero or more properties. A class is the domain for zero or more methods.
624 12) A class can have zero or one supertype and zero or more subtypes.
625 13) An association is a type of class. Associations are classes with an association qualifier.
626 14) An association must have two or more references.
627 15) An association cannot inherit from a non-association class.
628 16) Any subclass of an association is an association.
629 17) A method is a named element with exactly one domain: the class that owns the method. The
630 method can apply to instances of the domain (including instances of subclasses of the domain)
631 and not to any other instances.
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18)

19)

20)

21)

22)

A method can override another method from a different class. The domain of the overridden
method must be a superclass of the domain of the overriding method.

A trigger is an operation that is invoked on any state change, such as object creation, deletion,
modification, or access, or on property modification or access. Qualifiers, qualifier types, and
schemas may not have triggers. The changes that invoke a trigger are specified as a qualifier.

An indication is a type of class and has an association with zero or more named triggers that
can create instances of the indication.

Every meta-schema object is a descendent of a named element. All names are case-
insensitive. The naming rules, which vary depending on the creation type of the object, are as
follows:

a) Fully-qualified class names (that is, prefixed by the schema name) are unique within the
schema.

b) Fully-qualified association and indication names are unique within the schema (implied by
the fact that associations and indications are subtypes of class).

c) Implicitly-defined qualifier names are unique within the scope of the characterized object.
That is, a named element may not have two characteristics with the same name. Explicitly-
defined qualifier names are unique within the defining namespace and must agree in type,
scope, and flavor with any explicitly-defined qualifier of the same name.

d) Trigger names must be unique within the property, class, or method to which they apply.

e) Method and property names must be unigue within the domain class. A class can inherit
more than one property or method with the same name. Property and method names can
be qualified using the name of the declaring class.

f)  Reference names must be unique within the scope of their defining association and obey
the same rules as property names. Reference names do not have to be unique within the
scope of the related class because the reference provides the name of the class in the
context defined by the association (Figure 3).

It is legal for the class system to be related to service by two independent associations
(dependency and hosted services, each with roles system and service). However, hosted
services cannot define another reference service to the service class because a single
association would then contain two references called service.

System System System

Hosted Services Dependency

Service Service Service Service

Figure 3 — Reference Naming

Qualifiers are characteristics of named elements. A qualifier has a name (inherited from a
named element) and a value that defines the characteristics of the named element. For
example, a class can have a qualifier named "Description," the value of which is the description
for the class. A property can have a qualifier named "Units" that has values such as "bytes" or
"kilobytes." The value is a variant (that is, a value plus a type).

20
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669 23) Association and indication are types of class, so they can be the domain for methods,
670 properties, and references. That is, associations and indications can have properties and
671 methods just as a class does. Associations and indications can have instances. The instance of
672 an association has a set of references that relate one or more objects. An instance of an
673 indication represents an event and is created because of that event — usually a trigger.
674 Indications are not required to have keys. Typically, indications are very short-lived objects to
675 communicate information to an event consumer.
676 24) A reference has a range that represents the type of the Reference. For example, in the model of
677 PhysicalElements and PhysicalPackages (Figure 4), there are two references:
678 — ContainedElement has PhysicalElement as its range and container as its domain.
679 —  ContainingElement has PhysicalPackage as its range and container as its domain.
Containing Element Eggli:;;
Container
E:;y;igstl Contained Element
680
681 Figure 4 — References, Ranges, and Domains
682 25) A class has a subtype-supertype association for substitutions so that any instance of a subtype
683 can be substituted for any instance of the supertype in an expression without invalidating the
684 expression.
685 In the container example (Figure 5), Card is a subtype of PhysicalPackage. Therefore, Card can
686 be used as a value for the ContainingElement reference. That is, an instance of Card can be
687 used as a substitute for an instance of PhysicalPackage.
Containing Element Sgglf:;;
Container
Egﬁtﬂ Contained Element
Card Cabinet
688
689 Figure 5 — References, Ranges, Domains, and Inheritance
690 A similar relationship can exist between properties. For example, given that PhysicalPackage
691 has a Name property (which is a simple alphanumeric string); Card overrides Name to an alpha-
692 only string. Similarly, a method that overrides another method must support the same signature
693 as the original method and, most importantly, must be a substitute for the original method in all
694 cases.
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26)

27)

28)

The override relationship is used to indicate the substitution relationship between a property or
method of a subclass and the overridden property or method inherited from the superclass. This
is the opposite of the C++ convention in which the superclass property or method is specified as
virtual, with overrides as a side effect of declaring a feature with the same signature as the
inherited virtual feature.

The number of references in an association class defines the arity of the association. An
association containing two references is a binary association. An association containing three
references is a ternary Association. Unary associations, which contain one reference, are not
meaningful. Arrays of references are not allowed. When an association is subclassed, its arity
cannot change.

Schemas allow ownership of portions of the overall model by individuals and organizations who
manage the evolution of the schema. In any given installation, all classes are visible, regardless
of schema ownership. Schemas have a universally unique name. The schema name is part of
the class name. The full class name (that is, class name plus owning schema name) is unigue
within the namespace and is the fully-qualified name (see 5.4).

5.2 Data Types

Properties, references, parameters, and methods (that is, method return values) have a data type. These
data types are limited to the intrinsic data types or arrays of such. Additional constraints apply to the data
types of some elements, as defined in this document. Structured types are constructed by designing new
classes. There are no subtype relationships among the intrinsic data types uint8, sint8, uint16, sint16,
uint32, sint32, uint64, sint64, string, boolean, real32, real64, datetime, charl6, and arrays of them. CIM
elements of any intrinsic data type (including <classname> REF) may have the special value NULL,
indicating absence of value, unless further constrained in this document.

Table 2 lists the intrinsic data types and how they are interpreted.

Table 2 — Intrinsic Data Types

Intrinsic Data Type Interpretation

uint8 Unsigned 8-bit integer

sint8 Signed 8-bit integer

uintl6 Unsigned 16-bit integer

sint16 Signed 16-bit integer

uint32 Unsigned 32-bit integer

sint32 Signed 32-bit integer

uint64 Unsigned 64-bit integer

sint64 Signed 64-bit integer

string UCS-2 string

boolean Boolean

real32 4-byte floating-point value compatible with IEEE-754® Single format
real64 8-byte floating-point compatible with IEEE-754® Double format
Datetime A string containing a date-time

<classname> ref Strongly typed reference

charl6 16-bit UCS-2 character
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5.2.1 Datetime Type

The datetime type specifies a timestamp (point in time) or an interval. If it specifies a timestamp, the
timezone offset can be preserved. In both cases, datetime specifies the date and time information with
varying precision.

Datetime uses a fixed string-based format. The format for timestamps is:
yyyymmddhhmmss.mmmmmmsutc

The meaning of each field is as follows:
e yyyyis a4-digit year.
e mm is the month within the year (starting with 01).
e ddis the day within the month (starting with 01).
e hhis the hour within the day (24-hour clock, starting with 00).
e mm is the minute within the hour (starting with 00).
e ssis the second within the minute (starting with 00).
e mmmmmm is the microsecond within the second (starting with 000000).

e sisa+ (plus) or — (minus), indicating that the value is a timestamp with the sign of Universal
Coordinated Time (UTC), which is basically the same as Greenwich Mean Time correction field.
A + (plus) is used for time zones east of Greenwich, and a — (minus) is used for time zones
west of Greenwich.

e utc is the offset from UTC in minutes (using the sign indicated by s).

Timestamps are based on the proleptic Gregorian calendar, as defined in section 3.2.1, "The Gregorian
calendar", of ISO 8601:2004(E).

Because datetime contains the time zone information, the original time zone can be reconstructed from
the value. Therefore, the same timestamp can be specified using different UTC offsets by adjusting the
hour and minutes fields accordingly.

For example, Monday, May 25, 1998, at 1:30:15 PM EST is represented as 19980525133015.0000000-
300.

An alternative representation of the same timestamp is 19980525183015.0000000+000.
The format for intervals is as follows:
ddddddddhhmmss.mmmmmm:000, with

The meaning of each field is as follows:
e dddddddd is the number of days.
e hhis the remaining number of hours.
e mm is the remaining number of minutes.
e ssis the remaining number of seconds.
e mmmmmm is the remaining number of microseconds.
e :(colon) indicates that the value is an interval.

e 000 (the UTC offset field) is always zero for interval properties.
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For example, an interval of 1 day, 13 hours, 23 minutes, 12 seconds, and 0 microseconds would be
represented as follows:

00000001132312.000000:000.

For both timestamps and intervals, the field values shall be zero-padded so that the entire string is always
25 characters in length.

For both timestamps and intervals, fields that are not significant shall be replaced with the asterisk (*)
character. Fields that are not significant are beyond the resolution of the data source. These fields
indicate the precision of the value and can be used only for an adjacent set of fields, starting with the
least significant field (mmmmmm) and continuing to more significant fields. The granularity for asterisks is
always the entire field, except for the mmmmmm field, for which the granularity is single digits. The UTC
offset field shall not contain asterisks.

For example, if an interval of 1 day, 13 hours, 23 minutes, 12 seconds, and 125 milliseconds is measured
with a precision of 1 millisecond, the format is: 00000001132312.125***:000.

The following operations are defined on datetime types:

e  Arithmetic operations:
— Adding or subtracting an interval to or from an interval results in an interval.
— Adding or subtracting an interval to or from a timestamp results in a timestamp.
—  Subtracting a timestamp from a timestamp results in an interval.
—  Multiplying an interval by a numeric or vice versa results in an interval.
— Dividing an interval by a numeric results in an interval.
Other arithmetic operations are not defined.

e  Comparison operations:
—  Testing for equality of two timestamps or two intervals results in a Boolean value.

—  Testing for the ordering relation (<, <=, >, >=) of two timestamps or two intervals results in
a Boolean value.

Other comparison operations are not defined.

Comparison between a timestamp and an interval and vice versa is not defined.

Specifications that use the definition of these operations (such as specifications for query languages)
should state how undefined operations are handled.

Any operations on datetime types in an expression shall be handled as if the following sequential steps
were performed:

1) Each datetime value is converted into a range of microsecond values, as follows:

e  The lower bound of the range is calculated from the datetime value, with any asterisks
replaced by their minimum value.

e  The upper bound of the range is calculated from the datetime value, with any asterisks
replaced by their maximum value.

e  The basis value for timestamps is the oldest valid value (that is, 0 microseconds
corresponds to 00:00.000000 in the timezone with datetime offset +720, on January 1 in
the year 1 BCE, using the proleptic Gregorian calendar). This definition implicitly performs
timestamp normalization. Note that 1 BCE is the year before 1 CE.
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The expression is evaluated using the following rules for any datetime ranges:

Definitions:

T(x,y) The microsecond range for a timestamp with the lower bound x and the upper
bound y

I(x,y) The microsecond range for an interval with the lower bound x and the upper
bound y

D(x,y) The microsecond range for a datetime (timestamp or interval) with the lower
bound x and the upper bound y

Rules:

I(a, b) +I(c,d) := I(a+c, b+d)
I(a, b) - I(c, d) := I(a-d, b-c)
T(a, b) +1(c, d) = T(atc, b+d)
T(a, b) - I(c,d) := T(a-d, b-c)
T(a, b) - T(c,d) := I(a-d, b-c)
I(a, b) *c = I(a*c, b*c)
I(a,b)/c .= I(alc, blc)

D(a, b) < D(c, d) := trueif b <c, false if a >= d, otherwise NULL (uncertain)

D(a, b) <= D(c, d) := true if b <=, false if a > d, otherwise NULL (uncertain)
D(a, b) > D(c, d) := trueif a>d, false if b <= c, otherwise NULL (uncertain)

D(a, b) >=D(c, d) := true if a >=d, false if b < ¢, otherwise NULL (uncertain)
D(a, b) = D(c,d) := trueifa=b=c=d, false if b <c OR a > d, otherwise NULL
(uncertain)

D(a, b) <> D(c, d) := trueifb<c OR a>d, false ifa=b = c = d, otherwise NULL
(uncertain)

These rules follow the well-known mathematical interval arithmetic. For a definition of
mathematical interval arithmetic, see http://en.wikipedia.org/wiki/Interval arithmetic.

NOTE 1: Mathematical interval arithmetic is commutative and associative for addition and
multiplication, as in ordinary arithmetic.

NOTE 2: Mathematical interval arithmetic mandates the use of three-state logic for the result of
comparison operations. A special value called "uncertain" indicates that a decision cannot be made.
The special value of "uncertain" is mapped to the NULL value in datetime comparison operations.

Overflow and underflow condition checking is performed on the result of the expression, as
follows:

For timestamp results:

e  Atimestamp older than the oldest valid value in the timezone of the result produces
an arithmetic underflow condition.

e Atimestamp newer than the newest valid value in the timezone of the result produces
an arithmetic overflow condition.

For interval results:

e A negative interval produces an arithmetic underflow condition.

e A positive interval greater than the largest valid value produces an arithmetic overflow
condition.

Version 2.5.0

DMTF Standard 25


http://en.wikipedia.org/wiki/Interval_arithmetic

839
840

841
842
843
844

845

846

847
848

849
850

851
852

853
854

855
856

857
858

859
860

861
862

863
864

865
866

867
868

869
870

871
872

873
874

875
876

877
878
879
880
881
882
883

884
885

886
887

888
889

Common Information Model (CIM) Infrastructure

4)

DSP0004

Specifications using these operations (for instance, query languages) should define how these
conditions are handled.

If the result of the expression is a datetime type, the microsecond range is converted into a valid
datetime value such that the set of asterisks (if any) determines a range that matches the actual
result range or encloses it as closely as possible. The GMT timezone shall be used for any

timestamp results.

NOTE: For most fields, asterisks can be used only with the granularity of the entire field.

EXAMPLE:

"20051003110000.
"20051003112233.

"20051003110000.
"20051003112233.

"20051003110000.
"200510031122%*%*,

"20051003110000.
"200510031122%**,

"20051003110000.
"20051003***x*x*

"20051003110000.
"2005100311***x*,

"20051003112233.
"20051003110000.

"20051003112233.
"20051003110000.

"20051003112233.
"20051003110000.

"20051003112233.
"200510031100%**.

"20051003112233.
"20051003***x*x*

"20051003060000.
"20051003112233.

"20051003060000.
"20051003112233.

000000000011 **.
"000000001L1L***x*,

60 times adding

"00000000LL***x*,
"20051003112233.
"20051003122233.
"20051003112233.
"20051003112233.
"20051003112233.
"20051003112233.
SRk FA*X4L000"

"20051003112233

000000+000"
000000+000"

*KkKkkk*k 000"
*KkKkKk*k*k 000"

kkkkkk 1 000"
*kkkk*1000"

Kk KkKkKkk L QQQ"
*KkKkkk*k 000"

*KkKkkk*k 000"
*KkKkKk*k*k 1 000"

kkkkkk 1 000"
*kkkk*1000"

000000+000"
000000+000O"

*KkKkkk*k 000"
*KkKkKk*k*k 1 000"

kkkkkk 1 000"
*kkkk*1000"

Kk KkKkKkk L QQQ"
*KkKkkk*k 000"

*KkKkkk*k 000"
*KkKkKk*k*k 000"

000000-300"
000000+000"

*kKkkkk_300"
*KkKkkk*k 000"

*Kkkkk* . 000"
*KkKkk*k* . 000"

up

kkkkKk* 000"
000000+000"
000000+060"
*kkkk*1000"
*kkkk*1000"
*kkkk*1000"

Ak KkKkkk L QQQ"

+

+

+

+

+

+

+

+

*

"00000000002233.

"00000000002233.

"00000000002233.

"00000000002233.

"00000000005959.

"000000000022%**,

"00000000002233.

"00000000002233.

"00000000002233.

"00000000002232.

"00000000002233.

"00000000002233.

"00000000002233.

60

"000000000011** ***x***:000"

"20051003112233.
"20051003112233.
"20051003112233.
"200510031122%*%*,
"20051003112234.
"20051003112234.
"20051003112233.

000000:000"

000000:000"

00000*:000"

Kok ok kK

ooo"

*Kkkkk* . 000"

*kKkkk*.000"

000000:000"

000000:000"

00000*:000"

Kok ok ok Kk

ooo"

*kkkk* . 000"

000000:000"

000000:000"

000000+000"
000000+000"
Kk KkKkKkk L QQQ"
Kk kKkKkk L QQQ"
Ak KkKkKkk L QQQ"
Ak KkKkkk L QQQ"

Ak KkKkkk L QQQ"

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates

evaluates
evaluates
evaluates
evaluates
evaluates
evaluates

evaluates

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to
to
to
to
to
to
to

true
true
NULL
NULL

(uncertain)
(uncertain)
false

true

NULL (uncertain)

A datetime value is valid if the value of each single field is in the valid range. Valid values shall
not be rejected by any validity checking within the CIM infrastructure.

Within these valid ranges, some values are defined as reserved. Values from these reserved
ranges shall not be interpreted as points in time or durations.

Within these reserved ranges, some values have special meaning. The CIM schema should not
define additional class-specific special values from the reserved range.
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The valid and reserved ranges and the special values are defined as follows:

e  For timestamp values:

Oldest valid timestamp

Oldest useable timestamp

Youngest useable timestamp

Youngest valid timestamp

"00000101000000.000000+720"
Reserved range (1 million values)

"00000101000001.000000+720"
Range interpreted as points in time

"99991231115959.999998-720"
Reserved range (1 value)

"99991231115959.999999-720"

—  Special values in the reserved ranges:

"Now"
"Infinite past"

"Infinite future"
) For interval values:

Smallest valid and useable interval

Largest useable interval

Largest valid interval

—  Special values in reserved range:

"Infinite duration"

"00000101000000.000000+720"
"00000101000000.999999+720"
"99991231115959.999999-720"

"00000000000000.000000:000"
Range interpreted as durations

"99999999235958.999999:000"
Reserved range (1 million values)

"99999999235959.999999:000"

"99999999235959.000000:000"

5.2.2 Indicating Additional Type Semantics with Qualifiers

Because counter and gauge types are actually simple integers with specific semantics, they are not
treated as separate intrinsic types. Instead, qualifiers must be used to indicate such semantics when
properties are declared. The following example merely suggests how this can be done; the qualifier

names chosen are not part of this standard:

class Acme_Example
{
[counter]
uint32 NumberOfCycles;
[gauge]
uint32 MaxTemperature;

[octetstring, ArrayType('Indexed™)]

uint8 IPAddress[10];
};

For documentation purposes, implementers are permitted to introduce such arbitrary qualifiers. The

semantics are not enforced.

Version 2.5.0

DMTF Standard 27



927

928
929
930

931
932
933

934
935

936
937
938
939
940
941

942
943
944
945
946
947
948
949
950

951

952
953
954
955

956

957
958
959
960
961
962
963
964

Common Information Model (CIM) Infrastructure DSP0004

5.3 Supported Schema Modifications

Some of the following supported schema modifications change application behavior. Changes are all
subject to security restrictions. Only the owner of the schema or someone authorized by the owner can
modify the schema.

e Aclass can be added to or deleted from a schema.
e A property can be added to or deleted from a class.
e Aclass can be added as a subtype or supertype of an existing class.

e Aclass can become an association as a result of the addition of an Association qualifier, plus
two or more references.

e A qualifier can be added to or deleted from any named element to which it applies.
e  The Override qualifier can be added to or removed from a property or reference.

e A method can be added to a class.

¢ A method can override an inherited method.

e Methods can be deleted, and the signature of a method can be changed.

e  Atrigger may be added to or deleted from a class.

In defining an extension to a schema, the schema designer is expected to operate within the constraints
of the classes defined in the core model. It is recommended that any added component of a system be
defined as a subclass of an appropriate core model class. For each class in the core model, the schema
designer is expected to consider whether the class being added is a subtype of this class. After the core
model class to be extended is identified, the same question should be addressed for each subclass of the
identified class. This process defines the superclasses of the class to be defined and should be continued
until the most detailed class is identified. The core model is not a part of the meta schema, but it is an
important device for introducing uniformity across schemas that represent aspects of the managed
environment.

5.3.1 Schema Versions

Schema versioning is described in the DSP4004. Versioning takes the form m.n.u, where:
e m = major version identifier in numeric form
e n =minor version identifier in numeric form

e U =update (errata or coordination changes) in numeric form
The usage rules for the Version qualifier in 5.5.2.53 provide additional information.

Classes are versioned in the CIM schemas. The Version qualifier for a class indicates the schema release
of the last change to the class. Class versions in turn dictate the schema version. A major version change
for a class requires the major version number of the schema release to be incremented. All class versions
must be at the same level or a higher level than the schema release because classes and models that
differ in minor version numbers shall be backwards-compatible. In other words, valid instances shall
continue to be valid if the minor version number is incremented. Classes and models that differ in major
version numbers are not backwards-compatible. Therefore, the major version number of the schema
release shall be incremented.
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Table 3 lists modifications to the CIM schemas in final status that cause a major version number change.
Preliminary models are allowed to evolve based on implementation experience. These modifications
change application behavior and/or customer code. Therefore, they force a major version update and are
discouraged. Table 3 is an exhaustive list of the possible modifications based on current CIM experience
and knowledge. Items could be added as new issues are raised and CIM standards evolve.

Alterations beyond those listed in Table 3 are considered interface-preserving and require the minor
version number to be incremented. Updates/errata are not classified as major or minor in their impact, but
they are required to correct errors or to coordinate across standards bodies.

Table 3 — Changes that Increment the CIM Schema Major Version Number

Description Explanation or Exceptions

Class deletion

Property deletion or data type change

Method deletion or signature change

Reorganization of values in an The semantics and mappings of an enumeration cannot change, but
enumeration values can be added in unused ranges as a minor change or update.
Movement of a class upwards in the The removal of superclasses deletes properties or methods. New classes
inheritance hierarchy; that is, the can be inserted as superclasses as a minor change or update. Inserted
removal of superclasses from the classes shall not change keys or add required properties.

inheritance hierarchy

Addition of Abstract, Indication, or
Association qualifiers to an existing
class

Change of an association reference The change of an association reference to a subclass can invalidate
downward in the object hierarchy to a | existing instances.

subclass or to a different part of the
hierarchy

Addition or removal of a Key or Weak
qualifier

Addition of a Required qualifier

Decrease in MaxLen, decrease in Decreasing a maximum or increasing a minimum invalidates current data.
MaxValue, increase in MinLen, or The opposite change (increasing a maximum) results in truncated data,
increase in MinValue where necessary.

Decrease in Max or increase in Min

cardinalities

Addition or removal of Override There is one exception. An Override qualifier can be added if a property is
qualifier promoted to a superclass, and it is necessary to maintain the specific

qualifiers and descriptions in the original subclass. In this case, there is no
change to existing instances.

Change in the following qualifiers:

In/Out, Units

5.4 Class Names

Fully-qualified class names are in the form <schema name>_<class name>. An underscore is used as a
delimiter between the <schema name> and the <class name>. The delimiter cannot appear in the
<schema name> although it is permitted in the <class name>.

The format of the fully-qualified name allows the scope of class names to be limited to a schema. That is,
the schema name is assumed to be unique, and the class name is required to be unique only within the
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schema. The isolation of the schema name using the underscore character allows user interfaces
conveniently to strip off the schema when the schema is implied by the context.

The following are examples of fully-qualified class names:
e CIM_ManagedSystemElement: the root of the CIM managed system element hierarchy
e CIM_ComputerSystem: the object representing computer systems in the CIM schema
e CIM_SystemComponent: the association relating systems to their components

e Win32_ComputerSystem: the object representing computer systems in the Win32 schema

5.5 Qualifiers

Qualifiers are values that provide additional information about classes, associations, indications,
methods, method parameters, properties, or references. Qualifiers shall not be applied to qualifiers or to
qualifier types. All qualifiers have a name, type, value, scope, flavor, and default value. Qualifiers cannot
be duplicated. There cannot be more than one qualifier of the same name for any given class,
association, indication, method, method parameter, property, or reference.

The following clauses describe meta, standard, optional, and user-defined qualifiers. When any of these
gualifiers are used in a model, they must be declared in the MOF file before they are used. These
declarations must abide by the details (name, applied to, type) specified in the tables below. It is not valid
to change any of this information for the meta, standard, or optional qualifiers. The default values can be
changed. A default value is the assumed value for a qualifier when it is not explicitly specified for
particular model elements.

5.5.1 Meta Qualifiers

Table 4 lists the qualifiers that refine the definition of the meta constructs in the model. These qualifiers
refine the actual usage of a class declaration and are mutually exclusive.

Table 4 — Meta Qualifiers

Qualifier Default Type Description
Association FALSE Boolean The object class is defining an association.
Indication FALSE Boolean The object class is defining an indication.

5.5.2 Standard Qualifiers

The following subclauses list the standard qualifiers required for all CIM-compliant implementations. Any
given object does not have all the qualifiers listed. Additional qualifiers can be supplied by extension
classes to provide instances of the class and other operations on the class.

Not all of these qualifiers can be used together. The following principles apply:

e Not all qualifiers can be applied to all meta-model constructs. For each qualifier, the constructs to
which it applies are listed.

e  For a particular meta-model construct, such as associations, the use of the legal qualifiers may be
further constrained because some qualifiers are mutually exclusive or the use of one qualifier implies
restrictions on the value of another, and so on. These usage rules are documented in the subclause
for each qualifier.

e Legal qualifiers are not inherited by meta-model constructs. For example, the MaxLen qualifier that
applies to properties is not inherited by references.
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The meta-model constructs that can use a particular qualifier are identified for each qualifier. For
qualifiers such as Association (see 5.5.1), there is an implied usage rule that the meta qualifier must also
be present. For example, the implicit usage rule for the Aggregation qualifier (see 5.5.2.3) is that the
Association qualifier must also be present.

The allowed set of values for scope is (Class Association Indication Property Reference Parameter
Method). Each qualifier has one or more of these scopes. If the scope is Class it does not apply to
Association or Indication. If the scope is Property it does not apply to Reference.

5.5.2.1 Abstract

The Abstract qualifier takes Boolean values, and has a Scope(Class Association Indication). The default
value is FALSE.

This qualifier indicates that the class is abstract and serves only as a base for new classes. It is not
possible to create instances of such classes.

5.5.2.2 Aggregate
The Aggregate qualifier takes Boolean values, and has a Scope(Reference). The default value is FALSE.

The Aggregation and Aggregate qualifiers are used together. The Aggregation qualifier relates to the
association, and the Aggregate qualifier specifies the parent reference.

5.5.2.3 Aggregation

The Aggregation qualifier takes Boolean values, and has Scope(Association). The default value is
FALSE.

The Aggregation qualifier indicates that the association is an aggregation.

55.2.4 ArrayType

The ArrayType qualifier takes string array values, and has Scope(Property Parameter). The default value
is FALSE.

The ArrayType qualifier is the type of the qualified array. Valid values are "Bag", "Indexed," and
"Ordered."

For definitions of the array types, refer to 7.8.2.

The ArrayType qualifier shall be applied only to properties and method parameters that are arrays
(defined using the square bracket syntax specified in ANNEX A).

5.5.2.5 Bitmap

The Bitmap qualifier takes string array values, and has a Scope(Property Parameter Method). The default
value is NULL.

The Bitmap qualifier indicates the bit positions that are significant in a bitmap. The bitmap is evaluated
from the right, starting with the least significant value. This value is referenced as 0 (zero). For example,
using a uint8 data type, the bits take the form Mxxx xxxL, where M and L designate the most and least
significant bits, respectively. The least significant bits are referenced as 0 (zero), and the most significant
bit is 7. The position of a specific value in the Bitmap array defines an index used to select a string literal
from the BitValues array.

The number of entries in the BitValues and Bitmap arrays shall match.
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5.5.2.6 BitValues

The BitValues qualifier takes string